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Sovereign-Scale RWA Platform on Solana:
Architecture & Design

Executive Summary

This document proposes a production-ready, country-agnostic Real-World Asset (RWA) platform
architecture on Solana, designed for sovereign-scale deployments (100 million+ users, 5% annual growth).
The platform combines tokenized national services (citizenship IDs, property titles, licenses) with defense-
grade security (NATO Secret classification) to enable digital governance and asset management. Key
requirements include privacy (GDPR-like protections), data sovereignty, AML/CFT compliance, and high
performance (target >5,000 TPS at <400ms latency, which is within Solana’s capacity of ~65k TPS 1 ).

Core Architectural Features:

+ Dual Solana Clusters (Civil & Classified): A public/main Solana cluster handles open civil
transactions, while a parallel permissioned cluster handles classified defense operations with
controlled validator membership 2 . This ensures military-grade secrecy by isolating sensitive
workflows on a separate network, yet maintains interoperability between the two environments.
Tokenized Citizenship & E-Governance: Citizens receive a non-transferrable Citizenship NFT as a
digital ID token. Government agencies issue on-chain records for assets (property deeds, licenses,
etc.) to citizen wallets. These tokens serve as verifiable credentials and can be linked to off-chain
personal data as needed.

Confidential Transactions & Data Privacy: The platform uses Solana's Token-2022/2025
confidential transfer extensions to hide transaction amounts and balances on-chain 3 4 .
Personal data is kept off-chain in encrypted data vaults, referenced on-chain via Program Derived
Addresses (PDAs). This design enables GDPR compliance - sensitive personal information is stored

off the ledger (allowing removal/updates), with only cryptographic commitments or hashes on-chain
S .

Zero-Knowledge (ZK) Credentials: Citizens can prove attributes (age, residency, clearance level) via
ZK proofs without exposing underlying data. A selective disclosure mechanism (integrated with
Solana’s attestation services) lets applications verify off-chain KYC/ID data tied to a wallet 6 while
preserving privacy. For example, a user can prove they are an adult or licensed driver by referencing
their on-chain credential and an attestation, without revealing their full identity.

Threshold Key Management: All critical cryptographic keys (e.g. authority keys for issuing
citizenship, or decryption keys for confidential data) are secured via multi-party threshold
cryptography 7 8 . No single operator holds the full key; instead M-of-N fragments must
collaborate to sign or decrypt. This protects against insider threats and single-point failure - even if
some key holders are compromised, the secret remains safe 8 . For example, decrypting a classified
record might require 3 of 5 defense officials’ approvals.

* Regulatory Compliance Built-In: The design follows “privacy by design” principles. Personal data is
stored off-chain or encrypted (fulfilling data minimization) 9 . Nodes in the permissioned (classified)
cluster are hosted within national borders to satisfy data localization laws. Compliance oracles

1
i WWW.RWA.DUNAVERSE.COM Q 10 ANSON ROAD #33-10, SUITE C, INTERNATIONAL PLAZA SINGAPORE 079903

.


https://chatgpt.com/?utm_src=deep-research-pdf
https://chatgpt.com/?utm_src=deep-research-pdf
https://crypto.com/en/university/what-is-solanas-proof-of-history-sol-consensus-mechanism#:~:text=%2A%20By%20creating%20a%20tamper,one%20of%20the%20fastest%20blockchains
https://solana.com/developers/guides/permissioned-environments#:~:text=,particular%20use%20case%2C%20SPEs%20can
https://solana.com/docs/tokens/extensions/confidential-transfer#:~:text=What%20are%20Confidential%20Transfers%3F
https://solana.com/docs/tokens/extensions/confidential-transfer#:~:text=The%20Confidential%20Transfer%20extension%20adds,without%20revealing%20the%20transfer%20amount
https://natlawreview.com/article/blocks-rights-privacy-and-blockchain-eyes-eu-data-protection-authorities#:~:text=,data%20without%20altering%20old%20entries
https://www.ainvest.com/news/solana-launches-attestation-service-secure-identity-verification-2505/#:~:text=Solana%20has%20introduced%20the%20Solana,layer%20of%20trust%20and%20privacy
https://csrc.nist.gov/projects/threshold-cryptography#:~:text=The%20multi,the%20operation%20of%20cryptographic%20primitives
https://csrc.nist.gov/projects/threshold-cryptography#:~:text=Using%20a%20%E2%80%9Csecret%20sharing%E2%80%9D%20mechanism%2C,of%20failure%20in%20the%20implementation
https://csrc.nist.gov/projects/threshold-cryptography#:~:text=Using%20a%20%E2%80%9Csecret%20sharing%E2%80%9D%20mechanism%2C,of%20failure%20in%20the%20implementation
https://natlawreview.com/article/blocks-rights-privacy-and-blockchain-eyes-eu-data-protection-authorities#:~:text=,prior%20data%20without%20altering%20old

ﬁ Duna RWA

monitor on-chain transactions for AML/CFT flags (e.g. large token transfers by non-KYC wallets) and
can trigger alerts or freezes, aligning with global financial regulations.

White Paper Outline: (key sections and their focus)

1. Introduction: Scope of the sovereign RWA platform; challenges in national-scale blockchain (user
load, security levels).

2. Requirements: Detailed functional needs (citizenship tokens, e-governance, defense integration)
and non-functional needs (performance, privacy, legal compliance).

3. Architecture Overview: High-level system design, Solana's role, dual-network strategy, off-chain
components.

4. On-Chain Programs: Description of smart contracts (citizenship registry, asset tokenization,
permission tokens, etc.) built with Anchor; how they use PDAs, ZK, and other Solana features.

5. Security Model: Classification of assets (public vs secret), encryption schemes, STRIDE threat
analysis (spoofing, tampering, etc.) with mitigations.

6. Compliance & Governance: GDPR alignment (off-chain storage, data erasure via key deletion), data
localization approach, AML/KYC integration (attestation service, on-chain identity validation 6 ).

7. Performance & Scalability: Meeting TPS and latency targets; Solana throughput advantages ' ;
optimizations (account compression, indexing) to handle 100M users.

8. Implementation Roadmap: Phased plan for development, testing (sandbox with dummy data), pilot
launch, and national rollout; includes governance framework for updates.

9. Future Innovations: How the platform can evolve (zk-KYC marketplaces, homomorphic voting,
guantum-resistant crypto, etc.) to remain future-proof.

10. Conclusion: Impact on digital sovereignty, summary of benefits (secure, decentralized yet governed,

interoperable with allies).

System Architecture Diagram

The platform is organized into layers, separating concerns from user-facing applications down to
infrastructure. Figure 1 illustrates the layered architecture:
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Layer Descriptions:

« Application Layer: End-user interfaces including a mobile wallet app for citizens (to manage their
identity token, sign transactions, vote, etc.) and a government portal for officials (to onboard
citizens, issue/revoke tokens, and administer records). These connect to the blockchain via RPC
endpoints. User devices hold their private keys (often in a secure enclave of the phone or a hardware
token) for self-sovereign control.
On-Chain Layer: The core of the system on Solana. It comprises two clusters:
Public Cluster: A Solana network (could be the public mainnet or a dedicated permissioned instance)
for civilian operations. It runs smart contracts for citizenship, asset registries, and public services.
This cluster is high-throughput and permissionless, allowing broad participation while enforcing
rules via programs.
Classified Cluster: A restricted Solana cluster for defense and other classified data. Validators here are
permissioned (government or military nodes) and operate in secure facilities. This network handles
sensitive transactions (e.g., troop credentials, confidential supply chain records) and uses hardened
security (air-gapped nodes, private peering). The two clusters maintain limited communication - for
example, the public chain might hold a hash of classified data for integrity, or the classified chain
might read a citizen’s public token status via an oracle - but direct data flow is tightly controlled.
Off-Chain Services: Auxiliary components that do not live on the blockchain but are integral:
Encrypted Data Vaults: Secure databases or distributed storage (could use cloud HSM-backed
databases, IPFS/Arweave for documents, etc.) where personal data (PII), biometrics, or large
documents are stored in encrypted form. Every on-chain record that represents a person or asset
can point to an off-chain entry via a PDA-derived key or content hash. For example, a citizen's NFT
might carry a hash that indexes their full record in a government database. This allows compliance
with erasure and modification requests - data can be deleted or updated off-chain while keeping an
immutable proof on-chain 9 .
« Identity/KYC Providers: Services like Solana’s Attestation Service (SAS) or third-party KYC
providers (e.g. Civic) that link verified identity info to wallets ¢ . These issue verifiable credentials or
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attestations that the platform’s programs can use to check compliance (e.g., an AML contract can
require a transaction to include a proof of KYC attestation without revealing the user’s identity).

« Compliance Analytics: Monitoring systems (potentially off-chain processes or Chainalysis-like
analytics) that consume blockchain data to detect suspicious patterns. They interface back to on-
chain enforcement programs for AML/CFT - e.g., flagging and pausing a token transfer if it violates
rules. This component helps regulators get necessary oversight without compromising privacy, by
using aggregate info and viewing only what is permitted via selective disclosure.

* Infrastructure/Security: The deployment environment and tools ensuring the platform’s
robustness:

+ Validator Nodes: The servers (nodes) running Solana’s validator software in both clusters. For the
public cluster, a globally distributed set of validators provides decentralization (potentially thousands
of nodes). For the classified cluster, a smaller set of nodes run under NATO-aligned jurisdictions with
strict vetting. Nodes use secure hardware (TPM/HSM modules) and follow national security policies
(e.g., TEMPEST-shielded facilities for NATO SECRET).

« Hardware Security Modules & MPC: Key material for critical operations is stored in FIPS 140-2 Level
4 HSMs or managed via Multi-Party Computation (MPC). For instance, the private key that signs
new Citizenship NFTs might be split among multiple government HSMs such that m-of-n HSMs must
jointly sign (threshold signature) 8 . This prevents any single rogue administrator from
illegitimately issuing credentials or accessing classified data.

* Network Security & Monitoring: Firewalls, DDoS protection, and continuous monitoring guard the
platform. The public RPC endpoints utilize rate-limiting and geo-restricted access if needed to ensure
quality of service (preventing spam attacks that could hinder the 5,000 TPS target). The classified
network is on a closed network with VPN or dedicated lines connecting nodes, reducing risk of
external attack. Monitoring systems log all admin actions, and anomaly detection (possibly Al-driven)
alerts on suspicious activities (e.g., unusual key usage attempts).

Overall, this architecture emphasizes security partitioning (through dual networks and off-chain vaults)
and performance scaling (leveraging Solana’s high throughput and parallelization), while maintaining
interoperability so that a citizen's public records and secret authorizations can work together under proper
controls.

Flow of Assets & Permissions

The following flowcharts illustrate how tokenized assets and permissions are issued and used in the
platform. There are two main domains of operation: civilian services (identity and asset flows) and defense
services (secure access flows).

PZNY

4
iz WWW.RWA.DUNAVERSE.COM Q 10 ANSON ROAD #33-10, SUITE C, INTERNATIONAL PLAZA SINGAPORE 079903

.


https://csrc.nist.gov/projects/threshold-cryptography#:~:text=Using%20a%20%E2%80%9Csecret%20sharing%E2%80%9D%20mechanism%2C,of%20failure%20in%20the%20implementation

Duna RWA

Civilian Onboarding & Asset Issuance
Defense Access Control

Defense Authority ‘

Issue Clearance Token

Officer’s Wallet

Access Classified Resource Government Authority

‘ Classified Solana Chain ‘ I Verify Clearance Token

—

Grant Access Logged

Defense System

Mint Citizenship NFT Issue License/Permit Token

Citizen's Wallet

Register Off-chain Details Initiate Property Transfer

Encrypted Vault

‘ Public Solana Chain [ 1&yf_r&ientials via ZK

Check AML via Oracle  Approval  Execute Property NFT Transfer

(" AML/KYC Oracle New Owner Wallet
\

Flow Descriptions:

« Citizen Identity Issuance: A designated government authority (e.g. Ministry of Interior) calls the
Citizenship Program on the public cluster to mint a Citizenship NFT to a new citizen’s wallet. The
NFT is non-transferable (soulbound) and marks the wallet as belonging to a verified citizen. The
citizen's personal information (name, DOB, etc.) is encrypted and stored in the off-chain vault,
indexed by a PDA derived from the NFT's unique ID. This two-part system (on-chain token + off-chain

data) lets the government manage citizenship status on-chain while storing sensitive PII off-chain
9

E-Governance Records: For various public services, additional tokens or records are issued similarly.
For example, a citizen applies for a driver’s license through an e-government portal. Upon approval,
the DMV authority issues a License Token (could be an NFT or a credential record) to the citizen’s
wallet via the appropriate smart contract. This token might contain metadata like license type or
expiration (possibly stored off-chain with a hash on-chain). The citizen now holds proof of their
license on-chain, which can be presented when needed (e.g., to a police officer via a mobile app that
verifies the token'’s existence and validity).

Asset Tokenization (Property Example): Real-world assets like land or vehicles are represented as
tokens (e.g., property deed NFTs). Suppose a citizen wants to transfer a property to another. The
Property Registry Program (on the public cluster) would be invoked: the seller’s property NFT is
transferred to the buyer’s wallet through a transaction. The program would enforce that both parties
are authorized (e.g., only a wallet with a Citizenship NFT can own national land). Before executing,
the program can call a compliance check:

It uses an AML/KYC Oracle which runs off-chain (or as a Solana oracle) to ensure neither party is
sanctioned or exceeding limits. This oracle leverages the attestation/KYC providers 10 - for instance,
each wallet’s Citizenship NFT is linked to a KYC status. The transfer instruction might require a zero-
knowledge proof or attestation that “both sender and receiver are KYC'd” without revealing their
identities.
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« If compliance checks pass, the confidential transfer is executed. If the token is configured as
confidential (using SPL Token-2022), the transaction can hide the amount or asset details from public
view 3 4 -though in this case of an NFT, the existence of transfer is public but contains no PIL.

* The result is recorded on-chain (new owner’s account holds the property NFT) and an event is
logged. The off-chain vault might update ownership records in government databases accordingly.

+ Defense Clearance & Access: In the defense realm, suppose a military officer needs access to a

classified facility or database. The officer’s wallet must hold a Clearance Token appropriate for their

role (e.g., NATO Secret level clearance token). The Defense Authority (with proper multi-party
approval) issues this token on the classified Solana cluster via a secure Clearance Program. When
the officer attempts to access a secure system (could be a secure database or IoT device controlled
via the blockchain), their device interacts with the classified cluster. The access smart contract on
the classified chain verifies that the officer's wallet has a valid, unexpired clearance token and that
any other conditions are met (for example, two-person rule enforcement via requiring two distinct
clearance tokens to perform certain actions).

If verification passes, the contract triggers an action - e.g., releasing an encrypted access code to the

officer or signaling the facility door to unlock. Every access is recorded immutably on the classified

ledger for audit.

The platform supports an auditor decryption hook: certain classified records or logs can be
decrypted only if a threshold of authorities agree. For instance, an investigative audit contract might
require 3 out of 5 auditor keys to decrypt a log of all access attempts. This uses the threshold key
mechanism to ensure no single auditor can unilaterally read secret logs.

Cross-Cluster Interaction: The civil and defense systems remain mostly separate for security.
However, there are controlled touchpoints:

The defense cluster might publish periodic hashes of its state or critical events to the public cluster
(as a transparency record) without revealing classified content. For example, it could log that “X
number of clearance tokens of certain type exist” just for oversight bodies, using a commitment
scheme.

Conversely, the defense cluster can read public information as needed. For instance, to confirm
someone’s citizenship or professional license (stored on public chain) before granting them a
clearance on the classified side. This can be done via an oracle or a light client proof from the public
chain.

No direct transfer of tokens between clusters is allowed (assets are confined to their domain), but a
bridging mechanism could be implemented for specific use-cases (with heavy scrutiny). For example,
if a defense asset needs to be represented publicly (like defense bonds), a bridge program could
lock a token on one chain and mirror it on the other, under strict controls.

These flows demonstrate a blend of on-chain enforcement and off-chain verification, providing a secure yet
user-friendly experience. Citizens manage all their credentials in one wallet and can trust that their privacy
is protected. Officials have cryptographic audit trails of every issued asset or permission, improving
transparency and reducing fraud.

PZNY
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Smart-Contract Specs

The platform’s functionality is realized through a suite of Solana Anchor programs (smart contracts).
Anchor was chosen for its productivity and security features, allowing us to define clear account structures
and constraints in Rust 11 . Below we outline the key programs and provide sample code stubs:

« Citizenship Program: Manages the issuance and revocation of Citizenship NFTs. Only authorized
government accounts can create new citizenship tokens. Each token is a unique NFT (mint with O
decimal, supply 1) that is non-transferable (the program prevents any transfer except back to
government for revocation). The program uses a PDA as a seed for each citizen (e.g., derived from
national ID number or UUID) to ensure a unique on-chain record. Metadata includes a hash pointer
to the off-chain personal data vault.

* Asset Registry Program: Handles e-governance records such as property titles, vehicle
registrations, business licenses, etc. This program can mint record tokens (either NFTs or semi-
fungible tokens) representing rights or assets. It enforces that only eligible entities can hold certain
tokens (e.g., only a licensed attorney can hold a “Notary License” token). It likely interfaces with the
Token-2022 extensions for features like freezing (for court orders) or confidential holdings (for
privacy of asset values) 12 .

* Permission/Capability Program: Issues capability tokens for roles and permissions (e.g., a
building access token, a permit to access a government API, or military clearances). These tokens
might be time-bound or usage-bound. The program could support threshold issuance, meaning
multiple authorities must sign off on creating a high-level clearance token. Verification routines
(either on-chain or off-chain) ensure that the requesting party has all prerequisites (e.g., completed
training, valid citizenship) before a permission token is granted.

* Auditor Key Escrow Program: A specialized program on the classified cluster that holds encrypted
secrets (like decrypted document contents or master keys). The data remains encrypted to everyone
until a certain condition is met. The condition is a threshold signature by a set of auditor accounts.
This program uses a PDA to store each encrypted payload alongside an access policy (e.g., which
public keys must co-sign to unlock). When an audit event is triggered (say a parliamentary oversight
committee needs to investigate), the authorized auditors invoke an instruction that provides their
signatures. If the program validates the threshold (e.g., at least 3 valid signatures of the 5 stored
authorities), it will release the decrypted content (perhaps by writing it to an output account or
emitting an event that the auditors’ off-chain tool can catch to retrieve the plaintext). This design
ensures no single party can read classified data without consent, aligning with NATO Secret handling
requirements.

Below are sample Anchor program stubs illustrating parts of this functionality. These are simplified and
omit full error checks for brevity:

// 1. Citizenship NFT Minting (Anchor Program Stub)

#[derive(Accounts)]

pub struct IssueCitizenship<'info> {
#[account(mut)]
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pub authority: Signer<'info>, // Government authority issuing
the NFT
#[account(
init,
mint::decimals = 0,
mint::authority = authority,
mint::freeze_authority = authority,
payer = authority

)1
pub citizenship_mint: Account<'info, Mint>, // New NFT mint for citizenship
#[account(
init,
associated_token::mint = citizenship_mint,
associated_token::authority = citizen_wallet,
payer = authority
)]

pub citizen_token_account: Account<'info,
TokenAccount>, // Token account to hold the NFT
/// CHECK: PDA to store metadata hash (not accessible by others)
#[account(init, seeds = [b"citizen", citizen_id.as_bytes()], bump, payer =
authority, space = 128)]

pub citizen_metadata: AccountInfo<'info>, //-PDA storing off-chain data
reference (e.g., hash of PII)
pub citizen_wallet: SystemAccount<'info>, // Public key of the citizen

receiving the NFT
pub system_program: Program<'info, System>,
pub token_program: Program<'info, Token>, // SPL Token program
pub associated_token_program: Program<'info, AssociatedToken>,
pub rent: Sysvar<'info, Rent>,
¥
pub fn issue_citizenship(ctx: Context<IssueCitizenship>, citizen_id: String) ->
Result<()> {
// Only allow certain authority keys (e.g., checked via a whitelist)
require!(ctx.accounts.authority.key == GOVERNMENT_DEPT_PUBKEY,
CustomError: :Unauthorized);
// Mint 1 token of the new citizenship_mint into the citizen's token account
token: :mint_to(
CpiContext: :new(
ctx.accounts.token_program.to_account_info(),
token: :MintTo {
mint: ctx.accounts.citizenship_mint.to_account_info(),
to: ctx.accounts.citizen_token_account.to_account_info(),
authority: ctx.accounts.authority.to_account_info(),
}
),
1
)?;
// Store off-chain data reference (e.g., IPFS hash or database key) in the
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PDA
let metadata = &mut ctx.accounts.citizen_metadata;
metadata.data.borrow_mut().copy_from_slice(citizen_id.as_bytes());

0k(())

Explanation: The | IssueCitizenship | instruction creates a new mint (the NFT) and an associated token
account for the citizen, then mints the token. It also initializes a PDA account ( citizen_metadata ) to hold
a reference to off-chain data (perhaps a hash of the citizen's personal record). The use of
associated_token:: in Anchor simplifies creating the token account. We enforce only an authorized
government key can call this. Revocation would be another instruction (burning the NFT, perhaps requiring
the authority’s signature and the citizen's token account).

// 2. Capability/Permission Token Issuance (Anchor Program Stub)
#[derive(Accounts)]
pub struct IssuePermission<'info> {
#[account(mut)]
pub authority: Signer<'info>, // e.g., Department head or multi-sig
account
#[account(mut)]
pub recipient:
Signer<'info>, // The user who will receive the permission (could be just
their wallet)
#[account(
init_if_needed,
mint::decimals = 0,
mint::authority = authority,
payer = authority,
seeds [b"perm", perm_name.as_bytes()],
bump

)]
pub perm_mint: Account<'info,
Mint>, // Mint for the permission token (could reuse one mint for all of that
type)
#[account(init_if_needed,
associated_token::mint = perm_mint,
associated_token::authority = recipient,
payer = authority

)]
pub perm_token_account: Account<'info, TokenAccount>,

pub system_program: Program<'info, System>,

pub token_program: Program<'info, Token>,

pub associated_token_program: Program<'info, AssociatedToken>,
pub rent: Sysvar<'info, Rent>,

by

pub fn issue_permission(ctx: Context<IssuePermission>, perm_name: String) ->
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Result<()> {
// Imagine perm_name like "DRIVING_LICENSE" or "CLEARANCE_LEVEL_3"
// The PDA seeds ensure one mint per perm_name, Or one per user-perm
combination if desired.
// Here we mint 1 token to the recipient to grant the permission.
token: :mint_to(
CpiContext: :new(
ctx.accounts.token_program.to_account_info(),
token: :MintTo {
mint: ctx.accounts.perm_mint.to_account_info(),
to: ctx.accounts.perm_token_account.to_account_info(),
authority: ctx.accounts.authority.to_account_info(),

)?;
// Optionally, set the mint or token account to non-transferable or with
special rights.

Ok(())

Explanation: The  IssuePermission |instruction can issue a permission token. We derive the mint address
from a seed ( "perm" || perm_name ), so that, for example, there is a unique mint for “Clearance A"
tokens. The authority could be a multisig (the Anchor ' authority account could itself be a PDA
representing a multisig account; in practice, multiple signers would sign the transaction). The program
mints the token to the recipient’s associated account. If the token should be non-transferrable, we could
enforce in the program that any transfer instruction is rejected (or simply never provide a transfer method
in this program and not set freeze_authority so it can't be moved freely).

// 3. Auditor-Key Decryption Hook (Threshold-Gated) - Anchor Program Stub
#[derive(Accounts)]
pub struct RequestDecryption<'info> {

#[account(mut, has_one = encrypted_data)]

pub secret_record: Account<'info, SecretData>, // Account storing encrypted
payload and policy

/// The encrypted data (stored as a separate account for flexibility)

pub encrypted_data: Account<'info, Data>, // Could be just AccountInfo
if arbitrary data

pub auditor1: Signer<'info>,

pub auditor2: Signer<'info>,

// ... potentially more signers or a multisig account in place of individual
auditors.
¥
pub fn request_decryption(ctx: Context<RequestDecryption>) -> Result<()> {

let record = &mut ctx.accounts.secret_record;

// Check that required threshold of auditors signed. In this stub, we
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require auditor?1 and auditor2.

// (Anchor ensures they are signers by the signature on the transaction.)

require!(ctx.accounts.auditor1.is_signer &&
ctx.accounts.auditor2.is_signer, CustomError::Unauthorized);

// Verify that these auditors are indeed the ones designated in the record's
policy (omitted here).

// If okay, proceed to "decrypt".

let encrypted = &ctx.accounts.encrypted_data;

// Decryption in practice: likely done off-chain due to complexity. Here we
simulate by marking record state.

record.decryption_authorized = true;

// In a real scenario, we might emit an event containing the encrypted blob
and a flag that threshold is met.

// The auditors' off-chain process could then use their keys to decrypt the
blob.

ok(())

Explanation: The | RequestDecryption instruction demonstrates how we might gate a secret's decryption
behind multiple signers. The | SecretData account could include fields like the hash of data, required
signers, and a boolean flag or timestamp for when decryption is authorized. In this stub, we simply require
two specific auditors to sign. When they do, we set a flag. In practice, the actual decryption of large data
wouldn't happen on-chain (since that could be computationally intensive and would expose plaintext on-
chain). Instead, marking it authorized would allow an off-chain process (accessible only to auditors) to fetch
the ciphertext from encrypted_data and decrypt it with the combined key shares. Alternatively, if using
threshold cryptography fully on-chain, one could imagine each auditor providing a partial decryption that
the program assembles - but that likely exceeds current Solana program capabilities, so an off-chain hybrid
approach is used.

Other Programs and Integrations: In addition to the above, the platform would include: - Governance and
Upgrade Program: controlling upgrades of on-chain programs (possibly using Solana’s native governance or
a custom timelock governance structure) to ensure no sudden changes are made without oversight. - Cross-
Cluster Bridge/Notary: if bridging is needed, a program (with an off-chain oracle) that locks and releases
assets across the public/classified divide safely. - Compliance Enforcement Program: on-chain handlers that
can, for example, freeze a suspicious account or seize assets with proper legal authority. Using Token-2022's
freeze extension, an authorized compliance officer (multisig) could freeze transfers of a token if an AML
alertis triggered 13 . This integrates with real-time analytics.

All programs are built with security in mind: rigorous input validation, least authority principles (e.g.,
programs derive addresses via PDAs so they only operate on intended accounts), and comprehensive audits
before deployment.

Threat Model & Risk Mitigations

We adopt a STRIDE framework to identify threats and mitigations, ensuring the platform is secure against a
broad range of attacks. The following table summarizes major threat scenarios:
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Threat Example Threat . . .
. Severity = Mitigations
Category Scenario
Mitigations: Strong authentication and key
management - citizens’ private keys are stored in
An attacker L .
. secure wallets (with biometric/PIN unlock). The
impersonates a
. . platform supports hardware wallets/HSM for
Spoofing legitimate user or L
. . . authorities to prevent key theft. On the network
(Identity node, e.g. using High . . . L .
side, validator identity is tied to known entities in
Forgery) stolen keys to pose .
" the permissioned cluster; mutual TLS and node
as a citizen or o
validator authentication are used to prevent rogue nodes.
’ Regular key rotation and the use of MPC means
no single stolen key grants total access 8 .
Mitigations: Blockchain ledger immutability - once
a transaction is confirmed by the Solana cluster’s
consensus, it cannot be tampered with by an
attacker without controlling a majority of
Malicious attempt validators. The classified cluster further requires
to alter on-chain internal consensus with known validators,
Tampering records (e.g. reducing risk of outsider tampering. Off-chain
(Data change property High  datain vaults is cryptographically hashed and the
Manipulation) ownership) or off- hash stored on-chain, so any alteration off-chain
chain data in is detectable by hash mismatch. All data writes
vaults. require proper signatures from authorities or
owners, enforced by programs. Secure logging
and monitoring will detect any irregular data
changes, and emergency halt procedures exist if
tampering is suspected.
Mitigations: Non-repudiation via digital signatures
- every on-chain action is signed by a private key
and recorded. Cryptographic signatures (Ed25519)
A user or official bind actions to identities, and these signatures
claims they never are verifiable by anyone. Even officials cannot
Repudiation performed a deny an issuance because the transaction history
(Denying an blockchain Medium  (with their key) is on-chain. For extra assurance,
action) transaction (e.g. important actions can require multiple signatures

issuing a token or
transferring funds).
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(e.g., 2 officials sign to issue a high-value asset),
tying accountability to several people. Logs are
timestamped (Solana’s PoH provides verifiable
time sequencing ' ). Audit trails and periodic
third-party audits bolster the non-repudiation.
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Threat Example Threat . . .
. Severity  Mitigations
Category Scenario
Mitigations: Data minimization & encryption -
personal data is kept off-chain or encrypted such
that the public chain holds only pseudonymous
. tokens or hashes 9 . The classified cluster
Unauthorized o . .
o encrypts sensitive data at rest and in transit; data
access to sensitive ) ,
on-chain may itself be stored encrypted (only
personal data or . .
- - readable with the threshold decryption scheme).
classified military . . . . .
) . Confidential transfer extensions hide transaction
. information. For .
Information example. an amounts from onlookers 3 . Strict access control
Disclosure pe. ) in programs means that even if data exists on a
i attacker reads High ., . . o
(Privacy . node, it's not accessible without permission (for
citizen PII from the o
Breach) . example, an account containing a document
blockchain, or an . b .
insider leaks might only release it if correct decryption keys are
. presented). All validators on the classified network
classified troop . I
. are vetted and operate in secure facilities,
deployment info el -
<tored on-chain reducing insider threat. Monitoring systems
1 detect unusual data access patterns. Finally, legal
agreements (NDAs, security clearances) provide
an extra layer of trust and recourse against
insiders.
Mitigations: Solana’s high throughput design (with
theoretical limits ~65k TPS) provides resilience
against spam by sheer capacity 1 . Additionally, a
combination of protocol-level fees and rate-limits
: deter spam (attackers must burn SOL to flood the
Overwhelming the o L.
. network). The platform can utilize priority fees to
network to disrupt . .
) ensure government-critical transactions get
services - e.g.,
r processed even under load. For targeted DDoS,
spamming ) . .
: the infrastructure includes auto-scaling RPC
. transactions to clog , )
Denial of . . nodes behind load balancers and CDN protection
the public Solana High

Service (DoS
(og cluster, or DDoSing

validator nodes/
RPC gateways to
make the system
unavailable.
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for public endpoints. The classified cluster, being
permissioned, is less exposed - its nodes
communicate over secure private networks (not
open Internet) and can isolate attacks. Monitoring
can detect a DoS in early stages and automatically
engage countermeasures (like temporarily raising
fees or filtering abusive IPs). The design also
allows graceful degradation: e.g., non-critical
features (like public explorer) can be throttled to
preserve core functions during an attack.
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Threat Example Threat . .
. Severity = Mitigations
Category Scenario
Mitigations: Role-based access controls (RBAC)
are enforced at the smart contract level - for each
instruction, the program checks the signer’s role
(using their tokens/credentials or a hardcoded
authority list). For example, only an address
holding the “Government Authority” token (or
A user or attacker matching a PDA) can call | issue_citizenship |
obtains higher Even validators cannot arbitrarily execute
privileges than transactions; they only order them. The use of
intended - e.g., a Solana's robust BPF program constraints means
Elevation of regular citi.zen . a. program won't accep'F fam ur.lauthorized
Privilege somehow invokes High  signature. On the classified side, nodes are run by

an admin-only
function, or a
validator executes
operations beyond
their role.

separate agencies (no single admin) to prevent
one from pushing unauthorized code. The
threshold multi-sig approach for admin actions
means no single actor can, say, upgrade a
contract or move assets without quorum. Security
audits of the code prevent vulnerabilities that
could allow privilege escalation (like missing
checks). In the infrastructure, validators run with
hardened OS configurations limiting their
capabilities, and any maintenance operations
require multi-party approval.

Each category above is addressed with multiple layers of defense (“defense in depth”). We particularly
leverage Solana's capabilities (signature verification, on-chain logic, network throughput) and augment with
off-chain controls (MPC keys, secure enclaves, monitoring) to mitigate these threats. The result is a platform
robust against both cyber attacks and misuse by internal actors, appropriate for critical national

infrastructure.

Implementation Road-map

Deploying a sovereign blockchain platform requires a phased approach. Below is a high-level roadmap (in
a Gantt-style timeline) outlining phases from inception to full deployment:
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Phase & 2025 2026

Milestone Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 KeyActivities
Form core team, gather
requirements; architecture
design finalized; engage
Phase 0: stakeholders (gov agencies,
Planning & X X security experts) for input.
Design Early regulatory consultations

(GDPR, defense) to ensure
compliance baked into
design.

Develop smart contracts
using Anchor (identity, asset,
permission programs).
Implement off-chain vault
and integrate with on-chain

X X via PDAs. Stand up initial
Solana clusters (dev/test
instances). Unit testing and
security audits of programs.
Begin development of wallet
app and admin portal.

Phase 1: Core
Development

Deploy on a limited scale:
e.g., in a sandbox country
state or with a subset (1
million users). Distribute
citizenship NFTSs to a pilot
group. Run parallel with

Phase 2: Pilot existing systems to validate

Deployment functionality. Execute test
drills for defense use-case on
classified network. Third-
party audit on security (code
audit + penetration testing).
Gather feedback from pilot
users and officials.
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Phase & 2025 2026
2 3 4 2 3 4 Key Activiti
Milestone Q1 Q Q Q Q1 Q Q Q ey Activities

Gradual rollout to entire
population (100M users).
Issue digital IDs to all citizens
(via e-government signup or
automatic migration). Launch
e-governance services
(property registry on-chain,
license management).

Phase 3: Integrate with live national

National X X systems (e.g., population

Launch registry, land records).
Provide training and change-
management for government
staff. Monitor performance:
optimize hardware and
validator count to sustain >5k
TPS, low latency. Have a
crisis-response team ready
for any issues during launch.

Post-launch hardening and
feature expansion.
Implement any postponed
features (advanced ZK
credentials, additional
services like e-voting). Scale
infrastructure for 5%+ annual
Phase 4: user growth - add validators,
Harden & upgrade hardware, improve
Scale Further network bandwidth. Ongoing
compliance updates (adapt to
new regulations). Establish an
operational governance
committee for the blockchain
(to manage upgrades, keys,
policies in a decentralized yet
controlled manner).
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Phase &
Milestone

2025
Q1

Q2

Q3

Q4

2026
Q1

Q2

Q3

Q4

Key Activities

Phase 5:
Continuous
Innovation

(Timeline above is illustrative. Actual durations may adjust based on pilot results and policy decisions. Overlapping

some phases (e.g., development and pilot prep) can expedite deployment.)

This roadmap prioritizes getting a minimal viable platform running in a controlled setting, then scaling up
carefully. Early phases focus on correctness and security; later phases emphasize scale and adoption.
Notably, the pilot phase is critical for building trust and ironing out issues before national launch. During
the pilot, we will also finalize legal frameworks (e.g., recognizing the on-chain token as legally binding ID) so

that by national launch the platform has full legal backing.

Future Innovations

To ensure the platform remains ahead of emerging needs and technologies, we outline several future-

proofing innovations that could be incorporated:

Long-term improvements
(beyond 1-2 years): Integrate
future-proof tech (see next
section). Collaborate
internationally for
interoperability (perhaps
connect with other nations’
networks or cross-chain
initiatives). Regularly audit
and improve security to
maintain NATO Secret
certification, including
updates to cryptography as
needed.

+ ZK-KYC Marketplaces: Extend the zero-knowledge credential approach to marketplaces and
finance. This would allow creation of a zkKYC-compliant asset exchange where users can trade
tokenized assets or securities by proving they are KYC/AML verified without revealing their
identity to counterparts. For example, a citizen could participate in a bond auction on-chain by
proving “I am a verified citizen with no sanctions” via ZK proof, instead of sharing their name or ID.
This maintains privacy while meeting compliance - a feature attractive for cross-border trade and
sensitive asset markets.

+ Homomorphic E-Voting & Governance: Leverage fully homomorphic encryption (FHE) or advanced

ZK circuits to enable secure, private online voting on the platform. In future elections or referenda,

each citizen's vote could be encrypted and posted on-chain; the tally can be computed from
encrypted votes without revealing individual votes. This would bring transparent yet secret ballot

voting - citizens and observers could verify the count on-chain, but no one can see how an individual

voted. Homomorphic computation could also allow on-chain polling and analysis of citizen data
without exposing personal details, enabling data-driven governance decisions that respect privacy.
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* Roll-up Bridges for War-Room Continuity: In extreme scenarios like war or catastrophic internet
outages, the platform should continue operating critical functions. We envision a layer-2 roll-up or
satellite chain that can operate offline or in localized environments (e.g., a mobile “war-room”
setup). This roll-up would periodically bridge back to the main network. In practice, if the main
Solana network or communication is disrupted, defense operations can switch to a local cluster/roll-
up that records transactions (e.g., resource allocations, commands) and later syncs with the primary
chain when connectivity is restored. This ensures continuity of government and military decision
logging even under duress. The roll-up bridge would be highly secure, possibly using optimistic or
zero-knowledge proofs to integrate its state into the main chain once normalcy returns.
Post-Quantum Cryptography Migration: Looking ahead to the threat of quantum computers, the
platform would adopt quantum-resistant cryptographic algorithms for signatures and
encryption. This could involve transitioning to lattice-based signatures (like CRYSTALS-Dilithium or
Falcon) for issuing new credentials and using quantum-safe key exchange for node communications.
By planning this migration early, the system can gradually introduce dual-signature schemes (both
an Ed25519 and a PQ-safe signature on critical transactions) and later phase out classical signatures.
Ensuring NATO Secret info remains secure against quantum adversaries is crucial for longevity.
Decentralized Self-Sovereign Identity (SSI) Integration: The platform can evolve to interoperate
with global identity standards (DID - Decentralized Identifiers, and VC - Verifiable Credentials).
Citizens would then control portable identities that other nations or services recognize, enhancing
interoperability. For instance, a driving license issued as a verifiable credential on Solana could be
recognized in another country’s system via secure attestation. This future innovation aligns with an
international trend toward user-controlled identity, preventing lock-in and enabling cross-network
verification.

Al-Assisted Security and Analytics: Integrate advanced AI/ML to analyze on-chain activity and off-
chain logs for threat detection. An Al system could learn normal patterns of government usage and
detect anomalies (potential cyber-attacks, insider threats, or fraud) in real time, beyond simple rule-
based alarms. Al could also provide insights for policy-makers by analyzing anonymous aggregate
data on-chain (e.g., economic activity through RWA tokens) to inform decisions. All Al suggestions
would feed into human-led review processes, preserving accountability.

Cross-Chain and Alliance Interoperability: As multiple nations adopt similar RWA platforms,
establishing cross-chain bridges or consortium networks will be beneficial. Future design might
include standards for exchanging credentials or assets between sovereign chains (e.g., a citizen
moving abroad can have their Solana-based identity ported or recognized on the new country’s
blockchain system). This could be facilitated by an alliance of permissioned Solana instances or via
interoperability protocols like IBC. It future-proofs the system in a global context, ensuring it's not an
isolated silo but part of a web of ledgers upholding international cooperation (especially relevant for
defense alliances like NATO sharing certain secure data through interoperable channels).

Each of these innovations can be developed in parallel R&D tracks and introduced when mature. The
platform’s modular architecture - with upgradable smart contracts and sidechain support - allows
incorporating such cutting-edge features with minimal disruption. By planning for these future
enhancements, the system will remain resilient, secure, and relevant for decades, continually
empowering sovereign governments in the digital era while safeguarding citizens' rights and national
interests.
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1 What Is Solana’s Proof of History? SOL's Unique Consensus Mechanism
https://crypto.com/en/university/what-is-solanas-proof-of-history-sol-consensus-mechanism

2 Solana Permissioned Environments | Solana

https://solana.com/developers/guides/permissioned-environments

3 4 Confidential Transfer | Solana

https://solana.com/docs/tokens/extensions/confidential-transfer

5 9 EDPB Releases Guidelines on Blockchain Personal Data Processing

https://natlawreview.com/article/blocks-rights-privacy-and-blockchain-eyes-eu-data-protection-authorities

6 10 Solana Launches Attestation Service for Secure Identity Verification

https://www.ainvest.com/news/solana-launches-attestation-service-secure-identity-verification-2505/

7 8 Multi-Party Threshold Cryptography | CSRC
https://csrc.nist.gov/projects/threshold-cryptography

1 Is Anchor a language or a framework? - Solana Stack Exchange

https://solana.stackexchange.com/questions/2772/is-anchor-a-language-or-a-framework

12 token-2022/clients/cli/examples/confidential-transfer.sh at main
https://github.com/solana-program/token-2022/blob/main/clients/cli/examples/confidential-transfer.sh

13 fees - Updating the withdrawWithheldAuthorityElgamalPubkey (for ...
https://solana.stackexchange.com/questions/22172/updating-the-withdrawwithheldauthorityelgamalpubkey-for-
confidentialtransferfee
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System Architecture Diagram

The RWA platform's architecture is designed in multiple layers to maximize resilience, privacy,
modularity, and security in alignment with NATO-Secret standards. It leverages dual Solana validator
clusters (separating civilian and classified environments), advanced cryptographic protocols (zero-
knowledge proofs, confidential tokens), and strict key management to ensure sovereign-grade protection of
real-world asset data. The following sections detail the layered architecture and the data/permission flows,
with accompanying Mermaid diagrams for clarity.

Layered System Architecture

The figure below illustrates the system’s architecture in five layers, from user-facing roles down to core

infrastructure:
User Layer | | ) |
Citizen Users Classified Ops Personnel Auditors Officials |
v v Application Layer
Identity Registry Access Control Compliance HOOk—l Governance/Voting
v Prqgram Layer On- Chain t )
Minting/Tokenization Custody Vaults ZK Proof Verifiers
Anchor Anchor Anchor

\ Neﬁs& Layer

Solana Validator
Cluster Civilian

=

Secure Bridge |

Security & Infrastructure

Solana Validator Threshold MPC Auditor Decryptor

Cluster Classified Key Custody Nodes
Off-chain ZK Proof Secure Key Vaults
Servers HSMs
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+ User Layer: This top layer encompasses all human users and their roles. Citizen users are the
everyday participants (e.g. investors or citizens) who interact with the platform to hold and transfer
tokenized assets or credentials. Auditors are authorized regulators or compliance officers who
oversee and inspect transactions. Officials are government or administrative actors with
management privileges (such as approving special transactions or issuing permissions). Classified
Ops personnel are users with high-level clearance operating in the classified environment (for
example, defense or central bank operators managing sensitive assets). Each category has tailored
access rights and authentication requirements.

Application Layer: These are the platform-level applications and services that interface between
users and the blockchain programs. Key components include an Identity Registry (for managing
citizen identities and credentials), Compliance Hooks (business logic enforcing KYC/AML rules and
policy checks on transactions), Governance/Voting modules (for officials or stakeholders to vote on
protocol changes or asset management decisions), and an Access Control service (coordinating
permissions, roles, and the issuance of special capability tokens for classified operations). This layer
implements GDPR-style data protections - for example, personally identifiable information is kept
off-chain or encrypted, and only references or hashed identifiers are stored on-chain to preserve
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privacy. The applications at this layer often combine off-chain processes (such as identity verification
checks or user interfaces) with on-chain interactions, ensuring that sensitive data is handled in
compliance with privacy regulations.

Program Layer: This layer contains the Anchor framework smart contracts deployed on Solana
that realize the core on-chain functionality. There is a Minting/Tokenization program (Anchor-
based) responsible for issuing and managing tokenized assets and identity tokens (e.g. minting an
ID credential token or RWA tokens representing real assets). A Custody Vaults program manages
PDA-anchored vault accounts for holding assets under program control - for instance, locking
collateral or managing classified asset reserves in a controlled manner. Zero-knowledge Proof
Verifier programs are deployed to validate ZK proofs and cryptographic credentials on-chain; these
might include verifying selective-disclosure proofs (e.g. a proof that a user is an accredited citizen
without revealing their full identity) or validating proofs required by confidential transactions. All
programs are built with security audits in mind (leveraging Anchor’s safety checks and upgradability
as needed) and enforce strict access control tied to the identity and governance rules from the layer
above.

Network Layer: The platform runs on two isolated Solana validator clusters - one civilian and one
classified - interconnected by a secure bridging mechanism. The Civilian Cluster is the main
network where regular transactions occur and is accessible to citizen users and public nodes (it can
be a permissioned Solana instance for the nation or a partitioned section of Solana’s network
dedicated to the platform). The Classified Cluster is a separate, high-security Solana network
running in restricted government-controlled environments (with validators in secure facilities), used
for handling sensitive operations and data that require a NATO-Secret level of security. A Bridge
layer connects the two clusters, enabling carefully controlled asset movements or data exchanges
between civilian and classified realms. This bridge is implemented with robust security (multi-
signature or threshold-attested transfers) to ensure no unauthorized cross-domain activity - for
example, if a token or information must be moved from the civilian chain to the classified chain or
vice versa, the bridge will enforce that only permitted assets and actors (with proper capability
tokens or clearance) can initiate those transfers. The dual-network design enhances resilience (one
environment can continue operating even if the other is undergoing maintenance or under attack)
and privacy (sensitive data never touches the civilian network in plaintext). It also aligns with need-
to-know segregation: most users and transactions operate on the civilian side, while classified
operations are confined to a separate network with minimal exposure.

Security & Infrastructure Layer: At the base, the platform relies on specialized security
infrastructure to protect cryptographic keys, data, and off-chain computations. Threshold MPC Key
Custody refers to the use of threshold cryptography for key management: critical private keys (such
as the master mint authority, bridge keys, or the auditor decryption key) are split among multiple
parties/devices so that no single entity ever has the full key. For example, a national asset might
require signatures from m-of-n custodians, eliminating single points of failure and insider abuse.
Secure Key Vaults (e.g. FIPS 140-3 Level 4 HSMs or NATO-approved cryptographic modules) hold key
shares and secrets in tamper-resistant hardware, ensuring that even the threshold key shards are
never exposed in plain form. Off-chain ZK Proof Servers handle heavy cryptographic tasks such as
generating zero-knowledge proofs or performing selective disclosure credential checks - these
servers (or services embedded in user wallets) produce proofs that the on-chain programs can verify.
They may run in secure enclaves or behind APIs that enforce user consent and privacy, thereby
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aligning with GDPR principles (sensitive user attributes are proved via ZKPs rather than revealed).
Auditor Decryptor Nodes are secure services or appliances that authorized auditors use to decrypt
confidential transaction details. In practice, when an auditor needs to inspect an otherwise
confidential token transfer, multiple auditor nodes (each holding a fragment of the auditor key) will
collaborate to decrypt the data. This process is threshold-gated - for instance, it may require a
quorum of, say, 3 out of 5 auditor key shares to produce a decryption, ensuring that no single
auditor can unilaterally access private data. All these components work in concert to provide a
defense-in-depth: even if one layer is compromised (e.g. an application server), the cryptographic
and key management safeguards prevent any breach of sensitive assets or data.

Layer Integration and Security: A transaction on the platform will typically flow from a user-facing
application, through the on-chain programs on the civilian cluster, and potentially through the bridge to the
classified cluster, all while the infrastructure layer provides cryptographic security. The Token-2022/2025
confidential extensions of Solana’s token program are utilized to keep asset holdings and transfer
amounts opaque to the public ledger. For example, the platform can issue confidential tokens that hide
balances and transaction sizes; cryptographic proofs (range proofs, equality proofs) ensure transactions
remain valid without revealing sensitive details. If enabled by policy, an auditor key feature allows
designated regulators to decrypt and view those hidden details when required 1 . This means the system
balances privacy with oversight - citizens' financial data is private by default, but auditors (under strict
multi-party controls) can obtain the plaintext data for compliance checks, a design that has been noted as
critical for regulatory adoption of privacy-enhancing features ' . The dual-network setup further means
that any data classified at a Secret level never appears on the public-facing ledger at all; only aggregated or
permissioned results pass via the bridge. The net effect is a highly modular architecture: each layer (and
indeed each component within a layer) can evolve or be replaced without compromising the others, and
multiple safeguards ensure that the compromise of any single layer is insufficient to subvert the system’s
security or privacy requirements.

Data & Permission Flow

The following diagram and description illustrate key data and permission flows in the platform, covering
identity issuance, transaction compliance, classified vault access, and auditing. This end-to-end view shows
how a citizen obtains a tokenized ID, how that credential is used for gated transactions, how capability
tokens facilitate classified operations, and how auditors can decrypt confidential data. The flow is annotated
to emphasize privacy-preserving steps (using ZK proofs and confidential tokens) and control checkpoints
where permissions are verified.
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1. Digital Identity Issuance: A new user (citizen) first obtains a tokenized digital identity. The citizen
submits a KYC (Know-Your-Customer) request through the Identity Registry application, providing
the required personal information off-chain for verification. A trusted identity authority (e.g. a
government agency or approved verifier) performs offline identity checks (confirming documents,
biometrics, etc.). Once verified, the on-chain Identity Registry program (via the Anchor smart
contract) mints a digital ID token or credential for the user. This credential is typically a non-
transferable token or an account linked to a Program Derived Address (PDA) controlled by the
identity program, anchoring the user’s verified identity on-chain. The user’s wallet now holds an ID
Token that represents their verified status (with minimal personal data on-chain - often just a
unique ID or hash pointer to off-chain data). This process is designed to be privacy-preserving: the
ID token might contain only a pseudonymous identifier or be embedded with cryptographic proof of
the user’s attributes. For example, the system could use ZK selective disclosure such that the token
or associated proofs can later assert “User is over 18 and a resident” without revealing the user’s
name or other details. All personal data used in verification is stored off-chain in secure servers,
protected by national data regulations (GDPR-like consent and deletion rules), while the on-chain
identity token is simply an authorization artifact.

2. Initiating a Transaction with Compliance Checks: Once a citizen has a valid ID token, they can
participate in RWA token transactions. Suppose a citizen wants to transfer a tokenized asset (for
instance, a digital bond or real-estate token) to another party. The citizen (now authenticated via
their wallet containing the ID credential) initiates a transaction request on the civilian Solana
cluster. Along with the transaction, the user’s wallet (or associated backend) generates a zero-
knowledge proof attesting to required compliance information - for example, a proof that “I am an
authorized user with a valid ID and this transaction respects all rules” without revealing the user’s
identity or other private data. The request and attached proofs are received by the on-chain
Compliance & Access Control logic (a combination of the compliance hooks and access control
modules from the application layer, working with on-chain verifiers). This step checks multiple
conditions: KYC/AML compliance (is the sender’s ID token valid and not revoked? Is the user on any
sanctions or watchlist? Are they within transaction limits?) and access permissions (is the asset type
or amount allowed for this user's role? Does the user have any special clearance needed for this
transaction?). Because these checks involve private data (like the user’s attributes or whitelist status),
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they leverage ZK proof verification and on-chain lookups to the identity registry: for instance, the
user’s wallet might prove “I have a valid citizen ID token and I am not transacting above my allowed
limit” by referencing their on-chain credential and providing a ZK proof that some encrypted
attributes meet policy. The on-chain program  progZK | (as shown in the architecture layers) would
verify those proofs without learning the underlying sensitive data. If compliance or access control
fails, the transaction is immediately blocked - the smart contract will reject it and no state change
occurs (shown as Transaction Blocked in the flow). If the checks pass, the flow continues.

3. Handling Classified Asset Transactions: The Classified Asset? decision in the flow determines if
the requested operation involves any classified resources that require special handling. In most
routine cases (marked “No” path), the transaction is a normal transfer of an RWA token on the civilian
cluster; those proceed without involving the classified network. However, if the transaction does
involve a classified asset or action (for example, access to a sensitive government asset, a
transaction by a defense department entity, or movement of an asset that is kept in the classified
network for secrecy), then the “Yes” path is taken. In that case, additional steps kick in: the system
must verify the user has a Capability Token for the requested operation. A capability token is a
special on-chain token or credential that grants the holder a specific permission - for instance, the
right to access a particular classified vault or perform a certain classified transaction. Such tokens
are typically issued beforehand to authorized personnel by an official (using the Access Control
application and an Anchor program) and might be time-limited or scoped to certain actions (a
capability-based security approach). The flow therefore includes Capability Token Check: the Access
Control program verifies that the citizen (or operator) has a valid capability token corresponding to
the needed classified permission. This could mean checking an account or NFT in the user’s wallet
that represents the clearance, or verifying a signed attestation from an official. Only if this token is
present and valid does the process continue. Next, the transaction is handed off to the Bridge
module to carry it into the classified Solana cluster. The Bridge ensures that all conditions are met
and packages the transaction (and proof of capability token) into a cross-cluster instruction, which is
then validated on the classified side. On the Classified Cluster, a corresponding program (e.g. a
classified vault contract) receives the request and executes the Classified Vault Access operation.
This could involve unlocking a vault of physical asset data, updating a classified ledger, or
transferring a token that represents a secret or restricted asset. The vault program on the classified
side would again double-check the capability token (the token or proof may be relayed via the
bridge) and then perform the secure operation - for example, releasing an asset or confirming the
transaction under secrecy. The outcome of a successful classified operation is a Secure Asset
Release: the desired asset or outcome is delivered, but importantly, it occurs entirely within the
closed classified network or is revealed only to authorized parties. From the user’s perspective, they
initiated an action on the civilian side and, after the bridge round-trip, receive confirmation that the
action is completed (for instance, a token might appear in their civilian wallet that represents the
result, or they receive a notice to retrieve something through official channels). Throughout this
classified flow, sensitive data (like classified asset details) never leaks to the civilian network or public
mempool - everything is contained in the high-security cluster and only capability tokens and
abstract proofs cross the boundary.

4. Executing a Confidential Transfer (Civilian Cluster): If the transaction did not require any
classified asset (the majority of standard transactions), the platform executes it on the civilian Solana
cluster using the confidential token protocols. The step Execute Confidential Transfer on Civilian
Cluster represents the token program (with Token-2022/2025 extensions) moving the assets
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between accounts in a privacy-preserving way. Thanks to Solana's confidential transfer extension,
the transaction amount is encrypted on-chain. The system uses cryptographic techniques (ElGamal
encryption and ZK proofs) to ensure that the transfer obeys all rules (conservation of value, no
overspending) without exposing the actual amounts publicly. Only the transacting parties (and
authorized auditors) can later decrypt the values. Account balances of the confidential token are
stored in encrypted form as well, meaning observers cannot glean individual holdings. The Minting/
Tokenization program might also interact here if new tokens are being issued or burned as part of
the RWA lifecycle, and it similarly can use confidential mint extensions to hide the quantities if
needed. The result of this step is that the transaction is completed on the ledger - the recipient
receives the asset in their account, and the sender’s balance is debited - but all sensitive details
(amount, possibly asset metadata) remain confidential on-chain. The network layer's high
throughput ensures even adding these cryptographic verifications does not bottleneck the system,
maintaining a smooth user experience.

5. Auditing and Selective Disclosure: Even though transactions and balances are confidential on the
civilian chain, the platform provides a mechanism for regulated auditing of activity. In the flow,
after a confidential transfer is executed, what remains on-chain is an Encrypted Transaction Data
record (this could include encrypted amounts, encrypted identity tags, etc., depending on design). At
any later point, authorized auditors may need to inspect this data—for example, to investigate
suspicious activity or to perform periodic compliance checks. The design includes an Auditor
Decryption process that requires multiple auditor parties to cooperate. When an audit is warranted,
a secure audit application will retrieve the encrypted transaction or balance data from the chain (e.qg.
via an RPC query to the Solana ledger) - this is depicted as the encrypted data flowing to the
decryption step. The auditors’ decryptor nodes, each holding a share of the auditor key, engage in
a threshold decryption protocol to unlock the data. Using threshold cryptography, the auditors
jointly compute decryption without any single auditor ever seeing the full private key. If the policy
dictates, this action can require a formal approval (e.g., multiple auditors initiating an “unlock” smart
contract or an off-chain ceremony logged for accountability). Once the threshold decryption
succeeds, the originally confidential details (such as the exact transaction amount, or the identity
behind a pseudonymous address if that was encrypted) are revealed to the auditors in plain text.
The auditors can then review this information against compliance requirements. For example, they
might confirm that a large transfer was below a certain limit or that it indeed involved eligible
parties. Notably, this revealed data is not made public or written back to the blockchain in plaintext;
it is only made available within a secure auditor interface. This aligns with the principle of selective
disclosure - only authorized parties can see the data, and only when necessary. After review,
auditors might generate an official compliance report or take action if irregularities are found (e.qg.
flagging an account). All such audit operations are logged (without exposing data to unauthorized
observers) and are themselves protected - the threshold mechanism means that at least a quorum
of independent auditors agreed to access the data, preventing any single malicious auditor from
abusing their power. Additionally, the system could support selective disclosure credentials in this
auditing context: for instance, an auditor could prove to another authority that they accessed certain
data without revealing the data itself, or a user could be given a proof of compliance (like a
compliance certificate token) after an audit, without revealing all underlying transactions. These
features ensure the platform’s confidentiality is not at odds with oversight. In summary, privacy is
preserved on a day-to-day basis, but no activity is beyond accountability - regulators can still
enforce laws and audit trails with proper authorization.
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Resilience and Security Compliance: Throughout the above flows, the system is engineered for
robustness. The use of dual clusters means even if the civilian network faces an outage or attack, classified
operations remain insulated (and vice versa), and a well-governed bridge can pause cross-network actions if
anything suspicious is detected. Key operations (like identity issuance, capability token grants, or auditor
decryption) involve multi-party control, preventing single-point breaches. All data at rest and in transit (such
as personal data in the KYC service or secret keys in HSMs) is encrypted to standards compatible with
NATO-Secret classification - for example, using approved encryption algorithms and devices for any
classified material. The platform’s cryptographic components follow modern best practices: Zero-
knowledge proofs eliminate the need to trust any single intermediary with private info, threshold
encryption ensures no single catastrophic key leak, and hardware security modules add physical
protection layers. Logging and monitoring exist at each layer to detect anomalies (with the classified cluster
having its own audit logs and network safeguards as per military-grade requirements). Overall, this
architecture realizes a sovereign-grade RWA platform where a nation or consortium can manage real-
world assets on Solana technology with confidence: citizens get transparency and privacy, authorities retain
oversight and control, and the system can withstand both cyber threats and regulatory scrutiny.

Sources: Solana Program Library & Documentation on Confidential Tokens; Binance Research on Solana's
Auditor Key feature 1 .

1 How will Solana's Confidential Balances drive institutional adoption? | Mr-Quit123 on Binance Square
https://www.binance.com/en/square/post/24300173207434
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Flow of Assets & Permissions

A sovereign-grade Real-World Asset (RWA) platform on Solana requires carefully orchestrated asset and
permission flows to uphold national control over digital identity, data, and classified operations. This section
outlines the end-to-end lifecycle of assets and permissions in a national-scale deployment, from onboarding
citizens with tokenized identities to managing e-governance records, enforcing compliant asset transfers,
gating classified access by clearance, and synchronizing state between civilian and classified Solana
clusters. All flows are designed to meet NATO-Secret-level security standards, leveraging strong
cryptography and on-chain enforcement while preserving privacy where required. Key technical patterns
include off-chain data anchoring via Program Derived Accounts (PDAs), verifiable credentials and zero-
knowledge (ZK) attestations for privacy-preserving access control, Solana Token-2022/2025 extensions
(confidential transfers, transfer hooks, non-transferable tokens, etc.), and permission tokens with expiration
and audit trails. Together, these ensure national supremacy over identity and data by keeping sensitive
information sovereign, verifiably secure, and accessible only to authorized parties.

Tokenized Citizenship Issuance

Digital Citizenship Token: Every citizen is issued a tokenized citizenship - a non-fungible, non-
transferable token that serves as their digital identity credential. This token (often implemented as a
soulbound NFT) is bound to the citizen's wallet and cannot be sent or reassigned to another person 1 . It
encapsulates the holder's status as a verified citizen and forms the foundation for accessing all e-
governance and asset services. The non-transferable token standard ensures that identity tokens are soul-
bound to the individual and cannot be traded or lost, aligning with the principle of one digital identity per
person 1 .

Onboarding & KYC Verification: The issuance flow begins with a rigorous onboarding process. A new user
(e.g. an adult citizen or authorized resident) presents their documents and biometrics to a government
authority (Ministry of Interior or a national ID authority) through a secure KYC process. The authority
verifies the person’s real-world identity and eligibility. Upon approval, a Tokenized Citizenship NFT is
minted to the person’s Solana wallet. The minting is executed by a government-controlled smart contract,
with appropriate multisignature or hardware-security-module (HSM) safeguards to ensure only authorized
issuers can create these identity tokens. The identity token's metadata includes a unique citizen ID (or a
hash of it) and perhaps attributes like issuance date, but no personal data is stored in plaintext on-chain
for security.

Off-Chain Data Vault (PDA Anchoring): Personal identifiable information (PII) and sensitive documents
(e.g. passport scans, biometrics, social security details) are stored off-chain in an encrypted vault
managed by the government. Rather than putting PII on the blockchain, the system anchors this data via a
Program Derived Account (PDA) that links the citizen's on-chain identity token to their off-chain data
record. The PDA might hold a cryptographic hash or reference to the encrypted data, ensuring integrity and
tamper-evidence. Only authorized entities (with proper clearance or consent) can decrypt and retrieve the
vault contents. The citizen's identity token thus serves as a pointer to verified off-chain data without
exposing that data on-chain. This design leverages Solana’s ability to store and verify attestations efficiently
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using PDAs 2 . It ensures verifiable claims (like identity attributes) can be checked on-chain by programs,
while the actual sensitive data remains in sovereign custody off-chain 3 .

Security & Sovereignty: The tokenized citizenship issuance is treated as a high-security operation. All
data exchanges are encrypted (using national cryptographic standards) and the identity token contract may
enforce that only the government’s issuance key (or a quorum of keys) can mint or revoke these tokens. A
Permanent Delegate authority is often assigned to each identity token’s mint - this is a special privilege
that allows the state to claw back or update tokens if needed 4 . For example, if a wallet is compromised or
a citizenship is renounced/revoked, the state (as permanent delegate) can burn or freeze the token after
proper verification, ensuring the identity system remains accurate and abuse-proof 5 . Every issuance or
revocation is recorded on-chain, creating an immutable audit log for accountability.

Privacy-Preserving Credentials: While the citizenship token publicly affirms “This wallet belongs to a
verified citizen,” finer-grained personal details (name, DOB, etc.) can be revealed selectively. The platform
supports zero-knowledge credentials derived from the citizen’s data. For instance, a user can prove on-
chain that they are over 18, or that they belong to a certain jurisdiction, without revealing their exact
birthdate or identity. This is achieved via ZK proof circuits or attestations: the government or an
authorized IdP (Identity provider) can issue a signed attestation that “Wallet X is owned by a citizen aged
>18" which the user presents in ZK form. Solana’s upcoming or integrated ZK-proof verification programs
allow the smart contracts to verify such statements without exposing the underlying data. This approach
follows the principle of selective disclosure, as seen in protocols like the Solana Attestation Service, which
links off-chain identity data to on-chain wallets in a verifiable way 3 6 . The result is a citizen identity
framework that is privacy-preserving by design (no unnecessary data on-chain) yet strongly authenticated
under national authority.

E-Governance Services: Licenses & Land Records

With a tokenized identity in place, citizens can seamlessly access a range of e-governance services on the
Solana-based platform. Key records and permits - from driver's licenses to land ownership titles - are issued
as digital tokens, anchored on the citizen's identity and secured by on-chain permission controls.

Licenses and Permits: Government agencies issue various license tokens to citizens’ wallets, representing
things like driving licenses, professional certifications, firearm permits, business licenses, etc. Like the
citizenship token, these are typically implemented as non-transferable NFTs so that only the named
individual can hold them 1 . Each license token contains metadata about the license (type, expiration date,
issuer, license number) and may point via a metadata URI or PDA to detailed off-chain records (for example,
a PDF of the license or a record of test scores). The NonTransferable extension on these mints ensures a
license token cannot be sent to another person, preventing any unofficial “sharing” or sale of credentials
1 . If a license has an expiration or renewal cycle, the token's metadata includes an expiry timestamp.
Smart contracts governing its use will check validity against the current blockchain time (using Solana’s on-
chain clock) and can automatically mark expired tokens as inactive or require a renewal attestation. For
revocation (say a license is suspended), the issuing authority can use its administrative rights (again via a
permanent delegate or a dedicated revoke instruction) to invalidate the token. Every issuance, renewal, or
revocation event is logged on-chain, creating a comprehensive audit trail for governance oversight.

Land and Property Records: Real-world assets like land parcels, real estate, or vehicles are represented on-
chain as RWA tokens. Each property token is an NFT that embodies the title or deed of the asset. The
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Ministry of Land Records (Land Registry) or a similar authority mints these tokens to the wallet of the
rightful owner. When the system is bootstrapped, existing land records are migrated - e.g. the government
might initially mint tokens to each current owner after verifying their title in the legacy registry. New
properties (or newly registered ones) are continuously tokenized upon registration. The property token's
metadata includes a unique parcel ID, location coordinates or address, dimensions, and any encumbrances
or classification (for instance, whether the land is in a sensitive border area may be flagged). As with other
records, large documents (surveys, title documents) or sensitive details are stored off-chain (in national
archives or IPFS/Arweave-like storage) and only a hash or link is stored on-chain, often referenced via a
metadata pointer 7 . Access controls can be layered: for example, if a land record is classified (say a
military base deed), the token might reside on the classified cluster or be encrypted such that only wallets
with certain clearance can see the details.

Hierarchy of Permissions: These e-governance tokens are all tied back to the citizen's master identity. A
citizen's wallet effectively becomes a wallet of credentials - holding their citizenship token, and various
license/asset tokens. Programs can verify that a given license token is held by a wallet that also holds a valid
citizenship token (enforcing that only citizens can hold certain assets). Moreover, a capability token
pattern is used for granular permissions. For example, a surveyor given temporary access to land records
might receive a time-limited “Land Access” token that grants read-permission to certain land NFTs for a
defined period. These capability tokens are implemented as either special NFTs or as a record in a PDA, and
they carry an expiration (after which the permission automatically expires). All sensitive actions - e.g., a
lawyer updating a land record or a clerk issuing a license - require presenting the appropriate credential
token, and every action is logged (with wallet signatures and timestamps) to provide a robust audit trail.

Integration with National Systems: The on-chain e-governance records are integrated with existing
government systems. For instance, when a driver's license NFT is issued, the event can trigger updates in
the legacy DMV database, and a physical card might be optionally provided referencing the on-chain record.
However, the source of truth for these records becomes the Solana ledger (civil cluster), providing a
tamper-proof, unified view of all licenses and assets. Smart contracts ensure that only the responsible
agency can issue or modify a given type of record (using Solana’s authority keys and multisig to lock down
contract functions to officials). This guarantees separation of duties: e.g., only the Land Registry program
can mint or transfer land tokens, only the DMV program can issue driver’'s license tokens, etc. Cross-
credential checks (like ensuring a person has a valid driving license token before allowing them to register a
vehicle asset) can be automated via on-chain logic.

Figure: Civilian Asset Lifecycle: The flowchart below illustrates the full lifecycle for a civilian user - from
initial onboarding with a tokenized identity, to obtaining e-governance tokens (like property title), and
ultimately transferring a real asset to another party under compliance rules:
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In the above flow, Citizen A is onboarded and receives a Citizenship NFT. They register a land asset, receiving a
Land Record NFT. When A later transfers the property to Citizen B, the system performs an attested compliance
check (KYC/AML) before executing the on-chain token transfer. Citizen B must also be a verified user (with their own
ID token) to receive the asset.

RWA Token Transfers with AML/Attestation Enforcement

Transferring tokenized real-world assets between parties is a highly governed process. Unlike
permissionless crypto transfers, any RWA token movement (such as a land title transfer or large asset sale)
must comply with anti-money-laundering (AML) regulations, sanctions screening, and other attestation
requirements. The platform enforces this via a Transfer Hook mechanism and oracle-backed attestations
on every significant transfer.

Transfer Hook for Compliance: The Solana Token-2022 standard provides a Transfer Hook extension, which
allows custom program logic to execute during token transfers 8 . Our RWA tokens make use of this
extension: whenever a protected asset token is about to be transferred, it calls into a compliance program
before finalizing. This custom Compliance Contract halts the transfer in a pending state and triggers an
off-chain verification workflow. In essence, the token transfer “asks permission” from an oracle/service that
knows the AML/KYC policies. Only if the oracle attests approval does the transfer proceed; otherwise it is
blocked. This design ensures that even on a fast, decentralized network like Solana, no sensitive asset can
change hands without the requisite checks.

Oracle-Mediated Attestation Flow: A typical compliant transfer works as follows: Citizen A (seller) initiates
a transfer of an RWA token to Citizen B (buyer) by calling the token’s transfer method. The Transfer Hook
diverts this call to the Compliance program, which then queries a trusted Compliance Oracle (run by a
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government-regulated entity, e.g. the national financial intelligence unit or an integrated Chainlink oracle
network). The oracle service receives the pending transfer details (e.g. token ID, source and destination
wallets, and possibly the price or value involved). Off-chain, it maps the wallet addresses to the users’
identities (using the national ID registry and KYC data) and performs checks: Are both parties fully KYC-
verified and not on any watchlists? Does the transfer value comply with AML thresholds (e.g., large
transactions might require additional clearance)? Is the asset itself subject to restrictions (for example, a
strategic asset that cannot be owned by foreign nationals)? The oracle evaluates these rules in real time.

* Attestation Issuance: If all checks pass, the oracle service generates a signed attestation of
compliance approval. This attestation is essentially a verifiable claim stating that “Transfer of Asset X
from A to B at time T is compliant and approved,” signed by the oracle's private key. The oracle feeds
this attestation back on-chain - for instance, by calling a method on the Compliance program or
writing to a specific PDA that the program watches. Notably, this attestation can be delivered in a
privacy-preserving way: it need not reveal why a transfer is approved or any personal details, merely
a yes/no and a reference ID. In fact, the system can use a zero-knowledge approach here as well: the
oracle could provide a ZK proof that “both transacting parties have valid KYC credentials and are not
sanctioned” without exposing their identities on-chain 3 . Solana’s high throughput and recent
advances (like the Solana Attestation Service) enable such on-chain verification of off-chain
credentials efficiently 2 .

Transfer Execution or Rejection: The Compliance program on-chain verifies the oracle’s attestation
signature against the known oracle authority (ensuring it's a legitimate approval). If valid, the
program then invokes the actual token transfer to complete the transaction, moving the asset token
from A's wallet to B's wallet. The token program’s confidential transfer extension may be used here to
obscure the transaction amount or other sensitive details if needed (see Confidential Transfers below).
Conversely, if the oracle returns a denial or no attestation (e.g., one party failed checks), the program
aborts the transfer. The asset remains with'A, and an event is emitted logging the blocked attempt.
Such an event could include a coded reason (e.g., “receiver on sanctions list” or simply “compliance
check failed”) for auditing. The system thus provides real-time enforcement of AML/KYC, with an
audit trail for each decision.

Mermaid Diagram - Oracle-Gated Transfer: The following flowchart zooms in on the compliance
attestation process within a token transfer:

" Off-Chain

(
| Compliance Attestation

On-Chain
Issue signed attestation

Denial/Flags
L Walits . ceeeeoeeeeaof AML/KYC Oracle

- Transfer details
Approval\, Compliance Hook '

v \\Revert & log
Sender's Wallet Initiate transfer o Verify KYC & sanctions

Pending Verified OK

Transfer Blocked

<

Execute Token Transfer }—P Receiver's Wallet
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Explanation: Sender A initiates a transfer which triggers the on-chain compliance hook. The hook calls an
off-chain attestor service to perform KYC/AML checks. The oracle returns an attestation approving or
denying the transfer. If approved, the hook resumes and finalizes the token movement to B's wallet; if
denied, it aborts the transfer and flags it. All of this occurs within a few seconds, leveraging Solana’s speed
to not unduly delay user transactions.

Confidential Transactions: The platform employs Solana’s Confidential Token extensions (Token-2022 and
beyond) to preserve privacy in asset transfers. By default, normal token transfers on a blockchain reveal the
asset type and amount, which could expose sensitive info like the price of a property or an individual's
wealth. Using the Confidential Transfer extension, the RWA platform can hide the transfer amounts (and
even balances) from public view 9 . This means that while ownership changes are recorded, the values or
quantities transacted can be encrypted. The extension uses cryptographic techniques (homomorphic
encryption and ZK proofs) to ensure that all arithmetic and validity checks can happen on encrypted values

10 . Only authorized parties (the transacting parties and regulators with viewing keys) can decipher the
actual amounts. This confidentiality is crucial for a national system - for example, if two parties exchange a
high-value asset token, outsiders cannot glean the price paid or the wealth involved. At the same time, the
system remains audit-friendly: designated oversight authorities (e.g., a central bank or finance ministry)
could be given special decryption privileges or can demand disclosure under law for investigation. Thus,
privacy and compliance coexist: the public gets transparency on what asset moved and that it was
compliant, but not the financial details, unless authorized. According to Solana's design, confidential
transfers rely on “Twisted EIGamal” encryption and sigma proofs to prove transaction validity without
revealing amounts 10 . All mathematical operations (like balance subtraction/addition) are done on
ciphertext, and zero-knowledge proofs verify correctness, ensuring the ledger integrity is as strong as with
public transfers 10 . In summary, the platform enforces AML and privacy in tandem: every transfer is
approved by policy and every approved transfer’s sensitive details are shielded from unnecessary exposure.

Audit Trails and Reporting: Every asset transfer, whether completed or blocked, generates on-chain logs.
These logs include references to the attestation ID from the oracle and timestamps. Regulators can use
these to produce compliance reports - e.g., total number of property transfers in a month, or flags raised.
Because all attestations and actions are recorded, the system can produce a provable audit trail showing
that no asset moved without approval. In a national deployment, this meets legal requirements for
oversight and allows real-time or periodic auditing by agencies. Additionally, the system can be configured
to support regulatory “break-glass” actions: for instance, law enforcement (with a court order) could pause a
suspicious transaction or freeze assets by instructing the oracle to return a denial for that specific transfer,
which the on-chain program then honors. All such interventions are likewise logged and require multi-party
authorization (preventing abuse by any single official).
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Clearance Credentialing & Classified Access Gating

Certain digital assets and data in the platform are classified and require special clearance to access. For
example, defense-related records, intelligence data, or critical infrastructure tokens (like ownership of a
weapons factory) may be designated as SECRET or TOP-SECRET assets. The platform implements a clearance
credential system to gate access to classified resources, ensuring only authorized and vetted personnel
can view or transact with those items. Moreover, obtaining and using clearance is governed by multi-factor
and threshold controls in line with military security protocols.

Clearance NFT Issuance (Multi-Agency Approval): Individuals who need access to classified systems (e.g.,
military officers, intelligence analysts, or defense contractors) must undergo a vetting process to receive a
Clearance Token. A Clearance Token is a soulbound NFT similar to the citizenship token, but issued on the
classified Solana cluster (or in a permissioned context) and marked with a clearance level (e.g., Confidential,
Secret, Top Secret). The issuance of a clearance NFT is guarded by a threshold approval scheme. Multiple
authorities - for instance, the intelligence agency, defense ministry, and a personnel security department -
each must sign off on the individual's background check. This can be orchestrated via a multi-signature
transaction or a threshold cryptography protocol: the clearance NFT contract might require at least M of
N designated approvers to jointly call the “mint clearance” instruction. Each agency first records an
attestation (signed claim) that the candidate passed their checks (no red flags, completed training, etc.).
Once the required number of independent attestations is logged, the smart contract mints the clearance
token to the person’s classified-wallet. This threshold gating guarantees no single entity can unilaterally
grant high-level access - it aligns with practices like two-person integrity in sensitive operations. If the
threshold isn't met (e.g., one agency vetoes), the clearance issuance is denied. The clearance NFT, once
issued, contains metadata like the level (e.g., “SECRET"), date of issue, and an expiration or review date
(clearances might be re-evaluated every 5 years, for example). It is non-transferable and tied to the person’s
identity (often the person’s civil identity is linked via a one-way identifier to their clearance token, without
exposing their name on the classified chain). For added security, the clearance token’s existence or details
might even be encrypted or hidden on the classified ledger, visible only to users with equal or higher
clearance, preventing enumeration of who has clearances.

Using Clearance Credentials (Access Gating): When a cleared individual attempts to access a classified
application or asset, the system enforces a threshold-gated access check. For example, an officer with a
Secret-level token tries to retrieve a classified document (tokenized as an encrypted NFT) or execute a
transaction on the defense cluster. The smart contract managing that resource will check for the presence
and validity of the user’s clearance NFT. This is done by verifying the user’s wallet holds a clearance token of
adequate level and that the token is current (not expired or revoked). The verification can use a zero-
knowledge proof to avoid revealing the user’s exact identity or clearance level to the world: the user can
prove “I have clearance = SECRET” without exposing the token itself, by proving knowledge of a valid
clearance credential signed by the clearance authority. The contract then allows access to the resource if
and only if the proof is valid (and any additional conditions are met, e.g., maybe certain actions require two
Secret-cleared persons present). In the case of extremely sensitive actions (say transactions classified as
Top-Secret or involving strategic assets), the platform can enforce a two-person rule: it may require two
distinct wallets, each with the requisite clearance token, to co-sign the transaction or access request. This is
represented on-chain by requiring two valid clearance attestations in the instruction. Only when both proofs
are provided does the action execute (e.g., releasing funds for a covert operation might need sign-off by
two officers with Top-Secret clearance). This adds a layer of threshold control at usage, mitigating the risk
of a rogue lone actor.

7
i WWW.RWA.DUNAVERSE.COM Q 10 ANSON ROAD #33-10, SUITE C, INTERNATIONAL PLAZA SINGAPORE 079903

.



j Duna RWA

Dynamic Access and Audit: Clearance tokens can be instantly revoked if a person’s status changes (e.g.,
employment termination or a security breach). Revocation is done by the clearance authority burning or
marking the token as revoked on the classified ledger (using their permanent delegate powers similar to
the identity system). All classified access attempts and actions are recorded in the classified chain’s log,
which is accessible only to high-cleared auditors. Each log entry can be tagged with the clearance level
required and the hash of the user's identity (or a pseudonymous identifier), so that audits can later
determine which credential was used without exposing it publicly. This means if there is a data leak or
misuse, investigators can trace it to a specific clearance token and hence an individual (since the mapping
of token to person is known to security administrators). Need-to-know principles are coded into the
system: even if an individual has Secret clearance, they will only hold tokens or decryption keys for the
specific projects they are assigned to. Additional capability tokens may gate specific projects or
compartments. For example, two Secret-cleared scientists working on separate programs won't see each
other’s data because they have different compartmentalized access tokens on top of their clearance level
tokens.

Figure: Clearance Issuance & Access Flow: The diagram below shows how a defense clearance is granted
with threshold approvals and how it is used to gate access to classified resources:

Classifiec Access |Gated by Clearance)
¥es (authorized)=# | Access Granted to Secret Resource
Clearsd User Attempt aocess bo SECRET asset—we Classified System ——verify user holds Secret MFT—#  Clearance » Required?

Mo [insufficient]—® | Access Demied / Alert

Clearance Issuance (Multi-Sig Aporovall

=1 Agency —! — ! Attestarion: n
=t Sacpmind cheddot piatogg=! ok _\‘ /,Egumm satisfied— secret Clearance NFT —wint to Candidate (soulbound)
Threshold Met? \

(.9., 2 of 2 approvals)

Te— Candidate
Personnel Security Office —— Defense Agency ——Backaround check O—» Attestation: Defense OK ——"_'—'H’ﬂ

Mo: requirements nok met—— | Request Iﬂﬁd//
\—— —_ _ Initiate clearance raquest-
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In the first phase above, a candidate’s clearance request is approved by both Intelligence and Defense agencies
(threshold 2-of-2), resulting in a Secret Clearance NFT being issued. In the second phase, the user presents this
credential to access a classified system; the system checks the clearance level and grants or denies access
accordingly. Additional rules (like two-person requirements) can be enforced by requiring multiple clearance
tokens for especially sensitive actions.

Cross-Cluster Visibility & State Synchronization

To reconcile the nation’s need for oversight with strict compartmentalization, the platform operates two
Solana clusters: a civilian cluster (unclassified, handling citizens’ identities, public records, and everyday
assets) and a classified cluster (restricted, handling defense and intelligence assets and sensitive
processes). Maintaining controlled interoperability between these clusters is critical. The goal is to allow
necessary verification and aggregate analyses across clusters (for governance), without exposing classified
details or compromising security. This is achieved via cross-cluster synchronization of hashed state and
selective attestation proofs.

State Hash Anchoring: The integrity of the classified cluster’s ledger can be anchored into the civil cluster
(or a neutral public ledger) by periodically publishing a state hash. For example, at regular intervals (say
every 6 hours), the classified cluster computes a Merkle root or cryptographic hash of its entire state or the
day's transactions. This hash is then posted as a transaction on the civil cluster (to a special anchoring
account). This design is akin to a one-way peg for transparency: it does not reveal any content of classified
operations, but it provides a timestamped proof that a certain state existed. If the classified cluster’s records
were later questioned, one could compare its internal state root to the hash recorded publicly to detect
tampering. Essentially, the civil cluster acts as an immutable notary for the existence of the classified state at
various points in time. The hash postings could be done by a secure relay node controlled by an oversight
body (e.g., a national audit office) to ensure they are authentic. This mechanism upholds integrity and
accountability: even though outsiders can't read classified data, they can be assured (via the hash) that the
classified ledger hasn't been altered undetectably, and officials with clearance could later correlate those
hashes with actual states in a controlled audit setting.

Cross-Cluster Attestation Proofs: In cases where an action in one cluster depends on data or credentials
in the other, the platform uses attestation proofs rather than direct queries. For instance, suppose a citizen
on the civil cluster needs to prove to a defense contract on the classified cluster that they have a certain
license or clearance (without exposing their full identity). The civil cluster (or an oracle bridge) will provide a
signed attestation of the required fact, which the classified cluster can verify. This is done by a dedicated
Cross-Cluster Attestor service or smart contract pair: - On the source cluster, a program (or oracle node)
takes the requested data (e.g., “Does wallet X have a valid Firearm License token?” or “What is the hash of
document Y?”) and produces a signed attestation or a zero-knowledge proof of that fact. - The attestation is
then transmitted to the target cluster (either by posting it on a bridging account or via an off-chain relay). -
On the target cluster, a verification program (with the attestor’s public key hard-coded) checks the signature
or proof. If it's valid and recent, it allows the dependent action to proceed.

This method ensures minimal information disclosure. For example, the classified cluster can ask “Is
citizen wallet ABC accredited for this defense project?” - the civil cluster’s attestor might check that wallet
ABC holds a specific project NFT and respond with a yes/no proof, without revealing the citizen’s name or
other assets. Conversely, the civil cluster might need to verify something from the classified side, such as
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“Has this export license request been approved by defense intelligence?” - the classified cluster can attest
that approval token Z exists for that request, without leaking other context.

Merklized and ZK Sync: The platform can also employ cryptographic accumulators and zero-knowledge
proofs for cross-cluster consistency. For example, a Merkle tree of all public-record asset holdings could be
maintained on the civil side, and a hashed subset of classified holdings integrated into it such that
aggregate economic metrics can be derived without exposing details. Zero-knowledge proofs could prove
statements like “The total tokenized land owned by foreign entities does not exceed X%" by combining data
from both clusters and proving the inequality in zero-knowledge. These advanced techniques ensure that
even at a macro level, national policymakers can get a complete picture (e.g., total asset ownership
distribution) without violating classification rules.

Cross-Cluster Sync Diagram: The following schematic shows two examples of cross-cluster data flows -
state hash anchoring and attestation transfer:

On-Demand Attestation

Classified Data —Generate proof of ¥~ ZK Proof or Attestation —Transmit proof to Civil—® Verify Proof on Civil /——Condition met?—#  Cross-Cluster Action Authorized

Periodic State Hash Sync

| :
Civil Cluster State Root —Compute hash—# Hash H1 —Relay H1 to Classified—® H1 posted on Classified ———® | Integrity Anchored

In the top subgraph, the civil cluster’s state root hash H, is periodically relayed to the classified cluster and
recorded, creating an immutable link between the two ledgers for audit purposes. In the bottom subgraph,
classified data is used to generate a proof (or signed attestation) which is then verified on the civil cluster to
enable some action - for example, proving to a civil requlator that a classified operation was authorized, without
revealing its details.

Sovereign Control and Isolation: The cross-cluster mechanism is designed such that no direct raw data
flows occur between clusters - all exchanges are hashed or attested. The classified cluster remains
physically and network-wise isolated (it may run on secure, air-gapped infrastructure, accessible only to
cleared nodes). The civil cluster is public/permissioned but broadly accessible to citizen nodes. By using
cryptographic proofs as the interface, the system avoids any insecure API calls or central database bridging
that could leak information. All validators in each cluster only process the data appropriate for their
clearance domain. National sovereignty is preserved since both clusters are operated by national entities,
and any cross-communication happens under national authority’s algorithms. This also means the country
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is not reliant on a foreign blockchain or oracle for security - the oracles and attestors are nationally run
services, possibly with hardware enclaves for additional security.

Conclusion: Through these flows, the Solana-based RWA platform enables a comprehensive yet
compartmentalized digital asset system. Citizens can hold and transfer tokens representing real assets
and rights, with all the convenience of blockchain (speed, transparency, automation) but under the full
compliance umbrella of national laws. Classified operations run in parallel, with rigorous clearance controls
and minimal exposure. Off-chain data anchoring via PDAs and on-chain attestations tie everything together,
ensuring data integrity and trust across systems 3 . The combination of capability tokens, time-bound
permissions, cryptographic privacy, and auditability results in a platform that is truly sovereign-grade -
ready for deployment at national scale, balancing openness for civil economy and confidentiality for
security imperatives. All asset and permission flows are enforceably in line with law and policy, providing a
model infrastructure for digital statehood in the Solana ecosystem.

18 10 What are Token Extensions?
https://www.helius.dev/blog/what-is-token-2022

2 3 6 Introducing Solana Attestation Service (SAS) - Range Security

https://www.range.org/blog/introducing-solana-attestation-service

4 5 7 9 Whatare Solana SPL Token Extensions and How to Get Started? | QuickNode Guides
https://www.quicknode.com/guides/solana-development/spl-tokens/token-2022/overview
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Smart-Contract Specs

The sovereign Real-World Asset (RWA) platform leverages Solana's high-performance Anchor framework
and Token-2022/2025 capabilities to meet national-scale requirements. All programs are designed for
100M+ users with NATO Secret-grade security in a Solana Permissioned Environment ' . We use Program
Derived Accounts (PDAs) per design: PDAs provide deterministic, unique addresses for data and have no
corresponding private keys 2 , meaning only the owning program can sign actions on those accounts. This
ensures strong access control and consistency 3 . The latest Solana token extensions enable on-chain
enforcement of compliance (KYC/AML) and privacy via zero-knowledge proofs 4 - critical features for a
regulated, sovereign platform. All sensitive operations (identity, clearance, secrets) are compartmentalized
across dual validator clusters (public-facing vs. classified) to enforce data segregation. Below we detail
each core smart-contract module’s architecture, interfaces, and enforcement logic.

1. Citizenship NFT Minting: Non-Transferable Identity Issuance

Overview: The Citizenship module issues every user a sovereign digital identity token - a soulbound NFT
representing citizenship or legal identity. This token is non-transferable by design, ensuring identities
cannot be sold or traded. The identity token links to on-chain metadata and is managed via PDAs for secure
updates and revocation. Key custody and recovery mechanisms are built-in to prevent loss or unauthorized
transfer of identity credentials.

*Token Type & Enforcement: Each identity is an SPL Token-2022 NFT minted with the
NonTransferable extension > . This extension ensures once issued, the token cannot be
transferred to another wallet (attempted transfers fail at the token-program level) 6 . In effect, the
identity NFT is “soul-bound” to the citizen’s account. The only way to remove it is via burning
(revocation) by an authorized authority - ordinary users cannot send it elsewhere. We combine this
with Solana’s metadata extensions so that each identity token has an associated metadata PDAs
describing the citizen (or pointers to off-chain records) ¢ . The non-transferability guarantees that
identity tokens serve as permanent, non-fungible credentials tied to individuals.

* Minting & PDA Structure: Identity NFTs are minted by the Identity Program (via Anchor). The
program maintains a registry PDA for each citizen, derived from a unique identifier (e.g. national ID
number or a hash of personal data) as seed. This PDA ( IdentityRecord |) stores the citizen’s public
key, a reference to the NFT mint, issuance data, and status flags. For example, an Anchor struct
might be:

#[account]
pub struct IdentityRecord {
pub citizen_id_hash: [u8; 327, // Hashed unique ID

pub identity_mint: Pubkey, // Mint address of the citizenship NFT
pub owner_key: Pubkey, // Current citizen wallet holding the NFT
pub active: bool, // Whether identity is active (not revoked)
1
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pub issuance_date: 164, // Unix timestamp of issuance
pub metadata_hash: [u8; 32], // Hash of off-chain personal data (for
integrity)

by

The IdentityRecord | account is a PDA derived from seeds  [b"identity", citizen_id_hash]  and
the program ID. This deterministic derivation means anyone (with the citizen's ID) can find the on-chain
record 3 , but only the program (which includes its own program ID in the seed) can modify it. The
identity NFT mint itself is an SPL token account created with the necessary extension space (using
getMintLen for NonTransferable extension) 7 . The mint authority is set to the Identity Program (or a
governance multi-sig it controls), so that new tokens can only be minted via the program'’s logic. The freeze
authority is also set to the program or identity administrator - this allows the platform to freeze a specific
identity token account if needed (though transfer is already disallowed, freezing can additionally prevent
burns or other operations by the holder). A permanent delegate extension is optionally used, pointing to
the identity authority, which allows that authority to administratively transfer or burn tokens despite non-
transferable status 8 . In practice, this delegate is used only for revocation or recovery (never for user-
initiated transfer).

+ Issuance Workflow: To issue a new identity, an authorized Registrar (e.g. government officer) calls
the | issue_identity  instruction in the Identity Program. This instruction is role-gated - it
requires the caller to be a designated registrar key (checked against a stored authority list or an on-
chain role mapping). The program first derives the citizen's IdentityRecord PDA and ensures it
doesn't already exist (preventing duplicate identities). It then creates a new SPL token mint with
NonTransferable extension for the identity NFT, initializes its metadata (e.g. using Metaplex
Metadata program or a custom metadata pointer 9 ), and mints 1 token to the citizen's wallet
address. Immediately after minting, the program can invoke the Token-2022 extension to freeze the
token account (owned by the citizen) via the program’s freeze authority. This prevents even the token
holder from burning or altering the token without approval. The new mint and token account
addresses are stored in the IdentityRecord . The metadata may include a hash or encrypted
pointer to the citizen's personal information stored off-chain or in a classified cluster, ensuring data
integrity (the on-chain hash must match the off-chain record to be considered valid).

Revocation & Updates: The identity module provides an instruction (e.g. revoke_identity )) to
invalidate a citizenship NFT if a user renounces citizenship or if the government must rescind it. This
instruction can only be invoked by a high-trust authority (e.g. Ministry of Interior multi-sig) and is
executed via the program’s permanent delegate or mint authority. Upon revocation, the program
either burns the NFT (reducing the supply to 0) or marks it as revoked in the IdentityRecord
(setting active = false ). Burning requires the program (as delegate) to sign a burn instruction
on the citizen's token account, which is permitted by the Token-2022 delegate extension even though
the user’s key is not involved 8 . Revocation triggers hooks to dependent systems: for example, the
program could emit an event or call into the e-governance record program to automatically void all
active licenses and records tied to that identity. Upgrades to identity (e.g. replacing a lost key or
updating metadata) are handled via a controlled process. A special instruction (e.g.
update_identity_key ) allows binding a new owner public key to the same identity NFT, but only
if authorized by a government registrar and (optionally) cosigned by the user’s old key (if available).
This is effectively a key rotation for identity recovery. The program ensures that the caller presents
the correct current | IdentityRecord PDA and that either the current owner or a threshold of
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officials approve the change. By using a PDA as the canonical record, the identity can be upgraded
(new key) without issuing a new NFT: the program can re-mint the NFT to the new key (after burning
the old one) under strict checks, maintaining continuity of the citizen’s record.

Security & Custody: The design enforces that no one except the program and designated
authorities can create or revoke identities. Because PDAs have no private key 2 , a malicious user
cannot forge an identity record or transfer someone else’s. Key custody enforcement means that
the platform maintains partial control to recover or revoke identity tokens. For example, the
combination of freeze authority and delegate on the identity mint allows the government to suspend
or reclaim an identity token from a lost or compromised wallet. The citizen cannot deliberately
transfer their identity token to another person (the token program will reject it 6 ), and they cannot
easily discard it either (if their account is frozen or they lack burn authority). This ensures the identity
remains singular and bound to the rightful individual. All identity program instructions are also
access-controlled with checks on signer roles. The use of Anchor guards (e.qg.
#[access_control] macros or  checking ctx.accounts.authority.key ==
allowed_pubkey ) ensures that only authorized entities (registrars, admins) can call issuance or
revocation. These checks, combined with on-chain role management, form a robust identity issuance
system suitable for nation-scale citizen management.

2. E-Governance Record Program: Role-Gated Public Records &
Assets

Overview: The E-Governance Record module manages tokenized government records - such as licenses,
permits, land titles (deeds), and certificates - as on-chain tokens and data accounts. Each type of record is
issued by specific authorities and bound to an identity (or entity). The program enforces role-based
issuance (only the proper department can issue or update a given record), supports expiry and
revocation, and anchors hashes of full documents for verifiability. By tokenizing public records, we achieve
real-time auditability and integration with smart contract workflows, while upholding legal controls on who
can create or modify these records.

+ Data Model: Records can be represented either as non-fungible tokens (for unique documents like
a driver’s license or a property deed NFT) or as dedicated PDA accounts with structured data (or both
in tandem). The platform opts to use SPL Token-2022 NFTs with appropriate extensions for most
records, leveraging metadata for human-readable info. For each record category (e.g.
“DriverLicense”, “LandTitle”, “BusinessPermit”), a unique token mint is configured, or a unique
metadata schema is used. The program maintains a Record PDA for each issued record, derived
from seeds like | [record_type, identity_id, record_id] . For example:

#[account]
pub struct GovRecord {
pub record_type: u8, // e.g. enum code for license, deed, etc.
pub subject_identity: Pubkey, // Identity PDA of the owner (citizen or org)
pub issuer: Pubkey, // Authority who issued this record
pub mint: Pubkey, // Token mint representing this record (if
any)

pub issue_date: i64,
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pub expiry_date: 164, // 0 if no expiry
pub active: bool, // revoked/active flag
pub hash: [u8; 327, // hash of off-chain document or details

This | GovRecord | PDA is owned by the program and stores critical fields including an off-chain document
hash. The hash might correspond to a PDF of the license or a text of the deed stored in a government
database or IPFS; anchoring it on-chain guarantees immutability and allows anyone to verify the
document’s authenticity by comparing to the on-chain hash. If using Metaplex Metadata for NFTs, the hash
can also be embedded in the metadata JSON or as part of the URI (e.g. a content link plus hash). All record
PDAs and token mints are derived deterministically to prevent duplication and ensure traceability (for
instance, the combination of a citizen’s ID and record type could form a unique seed, so each person can
only have one active license of a given type unless specified otherwise).

* Mint Configuration: For personal licenses and certificates, the token mints are generally created
with the NonTransferable extension as well, meaning the license token cannot be freely traded
between users. A driver’s license, for example, is soulbound to the individual; transferring it would
violate its purpose. By marking it non-transferable, we ensure it can only be revoked (burned) by an
authorized program action, not sent elsewhere. On the other hand, asset tokens like land titles
might represent property that can change ownership. For such cases, the program can either (a)
allow transfers but only via a controlled process (see Transfer Hooks below), or (b) also treat them as
non-transferable and handle ownership changes by revocation/re-issuance via the land registry
authority. We choose a conservative design: all critical records are initially non-transferable
tokens, and any transfer of ownership is executed as a burn-and-reissue by the appropriate
authority. This avoids unauthorized peer-to-peer transfers that could bypass legal approval. Each
record mint's authority is the E-Governance program (or its governing multi-sig), so new record
tokens can only be minted by the program’s instructions. Freeze authority is similarly held by the
program to pause any token account if needed (for example, freezing a property title token if a court
order prohibits its transfer):

Role-Gated Issuance: The program enforces strict role-based access for creating and modifying
records. A central Governance Authority Registry (a PDA mapping record types to issuing authority
keys) is maintained. For instance, the record type “DriverLicense” might map to the public key of the
Department of Motor Vehicles (DMV) authority account (which could itself be a multi-sig or PDA
controlled by that agency). Only transactions signed by that authority can create or update a
DriverLicense record. Anchor’s context will include the ' issuer | account and use |require!
(issuer.key == expected_key) checks, or a more elaborate check for roles. This structure
ensures separation of duties: a land registry official cannot issue a passport, and a DMV clerk
cannot create property deeds. All such authority mappings are themselves governed by a top-level
multi-sig (e.g. Ministry of Digital Affairs) to update roles as personnel or departments change. Role
gating is implemented by gating instructions like | issue_record(record_type, subject,
details) with conditionals that the  ctx.accounts.authority | matches the stored issuer for
that  record_type . This can also accommodate multi-sig issuance: for especially sensitive records,
the program can require two or more distinct authority signers in the same transaction (e.g. a deed
issuance might require two registry officials’ signatures). Anchor allows specifying multiple signers;
the instruction will fail unless all required signers have signed the transaction. Multi-party issuance
adds security against insider fraud.
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«Issuance & Update Process: When an authorized issuer calls | issue_record , the program
computes the PDA for that record and ensures it is either new or (if reissuing) that a prior record has
been revoked. It then creates the token mint for the record (if not existing), or if the mint exists
(predefined for that type), it mints a fresh token to the subject’s identity wallet (or a designated
holding account). The program also populates the | GovRecord  data: linking it to the subject's
identity (by storing the citizen's Identity PDA or identity NFT pubkey), setting expiration if applicable,
and writing the document hash. The actual license/permit details (personal info, terms) are stored
off-chain to avoid bloating on-chain storage, but the on-chain hash (e.g. SHA-256) proves that the
issued document contents were a specific immutable version 10 . This hash-anchoring of off-chain
records means any attempt to alter a license’s details after issuance would be detectable (the hash
would change). For public verifiability, some records may also use on-chain metadata pointer
extension 9 : the token's metadata could include a URI to the document and the hash as an
attribute.

Expiry & Revocation Logic: Many government licenses or records have validity periods or need
revocation under certain conditions. The expiry_date |in the GovRecord  (if non-zero) is checked
by any consuming applications. The E-Governance program itself can refuse to mint a new token if a
current one is still valid (to prevent duplicates), and can provide an instruction to renew a record
(updating expiry and maybe issuing a new token) by authorized signers. Revocation is achieved via a

revoke_record | instruction which can be called by the original issuer authority or a higher
authority (e.g. court order via admin key). Upon revocation, the program marks the record PDAs
active | flag to false and burns the corresponding token from the subject’'s account (using the
program’s delegate or authority to burn). Revocation could also be triggered automatically: for
example, if a citizenship is revoked, an off-chain process might call the program to iterate and revoke
all records linked to that identity. Because tokens are non-transferable, we avoid scenarios where a
user could still hold a “revoked” license token and attempt to use it - if needed, the program can also
freeze that token account before burning to prevent any interim use. Additionally, when a token is
burned or a record is marked inactive, an event log is emitted noting the record ID, revocation time,
and authority, creating an auditable on-chain trail of the action.

Transfer Hooks for Controlled Transfers: In rare cases where a record token js transferable (e.g. a
land title NFT to be transferred during a sale), the platform employs the Transfer Hook extension of
Token-2022 11 10 | A transfer-hook program (either the Compliance Oracle or a dedicated escrow
program) is designated as the hook on that mint. On any attempted transfer, the hook will execute
and enforce custom logic. For instance, it can require that the transfer instruction is accompanied by
a valid notarized sale transaction or government approval. The hook would receive the source and
destination accounts and can check, for example, that a government escrow account is one party in
the transfer (indicating an authorized sale process) - if not, it returns an error to abort the transfer.
This mechanism gates even transferable records behind on-chain checks 10 . Since in our design
normal users cannot call the token program’s transfer directly for such assets (they would lack the
hook-required accounts or approvals), it effectively replicates the non-transferable behavior unless
the proper procedure is followed. In summary, all record tokens either cannot be transferred at all or
require a programmatic approval path, thereby upholding legal oversight of real-world asset
transfers.

+ Auditing and Integration: Every issued record is linked to the citizen's identity token, enabling quick
lookup of all licenses/certificates a person holds. This is achieved by storing the
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subject_identity  (citizen's Identity NFT or PDA) in the record account. Other programs or off-

chain systems can thus query by citizen ID to list their valid documents. Because issuance and
revocations are on-chain, a complete audit trail exists. Sensitive PII (Personally Identifiable
Information) like names or addresses need not be on-chain (for privacy/GDPR compliance 12 13);
only hashes or references are stored, often in a classified cluster or off-chain database. The public
chain only sees evidence of issuance (token existence, hash) and status. This split ensures privacy
while leveraging blockchain immutability. The nation-scale performance of Solana means even if
millions of records are issued or checked daily, the throughput (tens of thousands of TPS) and
parallelism can handle it, especially in a dedicated appchain environment.

3. Permission & Clearance Token Manager: Time-Bound Capability
Tokens

Overview: The Permission & Clearance module issues capability tokens that grant holders specific
permissions or security clearances within the sovereign network. These tokens encapsulate rights such as
access clearances, operational privileges, or resource usage entitlements. Each token is parameterized with
attributes like compartment ID (domain of access), expiration/time-bound validity, usage count limits, and
possibly multisig issuance requirements. The module provides fine-grained control over who can do what, for
how long, and how often, with on-chain enforcement and logging of each use. This is crucial for sensitive
systems (e.g. government databases, classified info access) where actions must be gated by proper
clearances.

* Token Design: A capability token can be implemented as either an SPL token or a pure PDA record,
depending on whether it needs to interface with other tokenized systems. In many cases, we
implement them as non-transferable SPL tokens (for easy possession tracking and revocation),
with metadata encoding the permission details. For example, a “Clearance Level 3" token might be
an NFT (or a singleton mint where each holder has 1 token) that represents that clearance. It would
be non-transferable (a user cannot give their clearance to another person) and possibly non-
divisible. Alternatively, for a reusable permission with usage counts, we might use a fungible
token approach: e.g. a token mint where each token represents one allowed use. In that case,
issuing 10 tokens to a user means they can perform the action 10 times, burning one each time as a
consume mechanism. The choice depends on the use-case - the module supports both patterns.

Mint Configuration: Each distinct permission or clearance type has a dedicated mint (or account
schema) identified by a Compartment ID or Tag. A Compartment ID might correspond to a
classified project code, a data vault, or a type of operation. For instance, “"COMPARTMENT-ALPHA
(Secret Data X)” could be a token mint CA1, “Building Access Token” might be mint BA1, etc. The
token mints for clearances are configured with non-transferable extension and often with a default
freeze or mint-level freeze extension - meaning tokens of that mint are frozen upon creation until
some criteria are met (though here likely always frozen to prevent any movement except via
program). The mint authority for each is the Clearance Program or a specific multi-sig governing
that clearance. Some clearance tokens might also utilize the Permanent Delegate extension to
allow an oversight authority to claw back or reduce tokens from any account in emergencies (similar
to identity). If a token represents a one-time capability, it could be minted as a certain amount and
the program will burn down the balance as uses occur.
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+ Account Structure: The module maintains a central Clearance Config PDA for each clearance type,
storing parameters like required issuance threshold, max usage, duration, etc. It also can maintain
an Access Log PDA per user or per clearance type that records usage counts. Example Anchor

structs:

#[account]

pub struct ClearanceConfig {
pub clearance_id: [u8; 8], // e.g. "CL-L3", or numeric code
pub description: [u8; 327, // short description
pub required_signers: u8, // e.g. 2 if multisig issuance required
pub max_usage: ul6, // e.g. 0 for unlimited, or number of uses
pub default_validity: i64, // duration in seconds or default expiry
pub mint: Pubkey, // associated token mint (if using tokens)
pub authority: Pubkey, // admin authority (multisig or PDA)

¥

#[account]

pub struct ClearanceGrant {
pub clearance: Pubkey, // ClearanceConfig this grant pertains to
pub holder: Pubkey, // Identity or user pubkey
pub issued_at: 164,
pub expires_at: 164,
pub uses_remaining: ul6,

}

In this design, when a clearance token is issued to a user, a ClearanceGrant PDA is created (seeded by

[clearance_id, holder_pubkey] ) to track the grant's state (expiry and remaining uses). Concurrently,
an actual SPL token (if using tokens) could be minted to the holder's token account for that clearance’s mint.
The presence of that token in their wallet signals they hold that clearance, and its amount could indicate
uses remaining (for fungible use-tokens). If using NFTs purely, the uses_remaining in the account is the
source of truth for how many times it can be exercised.

« Multisig Issuance & Roles: Issuing a high-level clearance often requires multiple approvers. The
program enforces this by one of two approaches: (1) On-chain multi-signature transaction - e.g.
the issue_clearance |instruction requires n | different signer accounts from a predefined list to
sign the same transaction (for example, both a department head and a security officer must sign). If
the required number of distinct signers is not met, the instruction aborts. Anchor can specify
multiple signer accounts in the context and we can check that they are distinct and authorized. Or (2)
Proposal/approval flow - a two-step process where one authority calls an

initiate_clearance_issue , which creates a pending record (PDA) and logs the intent, and
another authority calls  approve_clearance_issue | to finalize, with the program verifying the
second is a different allowed signer and matches the pending request. For simplicity and immediacy,
the first method (single transaction with multiple signers) is used for most cases, since officials can
coordinate a single transaction with multiple signatures offline. The ClearanceConfig's
required_signers |field specifies the threshold (e.g. 1 for routine permissions, 2 or 3 for sensitive
clearances). Role-based control also means only specific roles can even initiate the issuance. For
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instance, only the Security Office multi-sig can issue a “Secret Clearance” token, whereas an IT admin
role might issue a “System Access” token. These roles are checked against the ClearanceConfig's
authority or a mapping of clearance_id -> authority key.

Issuance & Revocation: When issuing, the program creates the | ClearanceGrant PDA for the
user. It sets  expires_at = issued_at + default_validity (or a custom duration provided,
bounded by policy), and uses_remaining = max_usage | (from ClearanceConfig, or possibly
overridden per issuance). Then, if using tokens, it mints the appropriate amount to the user. For
example, if max_usage is 0 (meaning unlimited uses until expiry), it might mint 1 NFT representing
the clearance. If max_usage is, say, 5 uses, it could mint 5 fungible tokens of that mint to the user’s
associated token account. The token accounts are typically created as Associated Token Accounts
(ATAs) to the user’s identity pubkey. These tokens being non-transferable means the user cannot
send them to others; they can only use them or let them expire. Revocation can happen in two ways:
automatic or manual. Automatic revocation occurs when | expires_at | time passes - at that point
the clearance is considered expired and any on-chain checks will fail the clearance. (An off-chain
process or scheduled crank could also optionally burn the token and close the PDA when expired to
clean up.) Manual revocation can be done via an instruction | revoke_clearance(holder,
clearance_id) by an authorized authority (likely the same that issues or a superior). This will burn
any remaining tokens from the holder's account and mark the ClearanceGrant | as revoked (or
simply delete it). Because the program has mint authority or delegate, it can burn the user’s
clearance tokens unilaterally during revocation.

Usage Limits & Logging: The module enforces usage limits through either burn-on-use or internal
counters. If the clearance token is meant to be presented to other programs for access (e.g. to
unlock a door or decrypt a file via the auditor escrow), there are a few patterns:

Burn-on-Use: The user must spend (burn) one of their tokens to perform the action. For example, if a
clearance token gives access to a sensitive database query, the act of querying could be
implemented such that one token is burned per query. The Clearance Program can expose a helper
instruction | consume_clearance_token(holder, clearance_id, amount) that other
programs can invoke (via cross-program invocation) when a protected action is executed. This will
deduct the uses. If the token balance goes to zero, the clearance NFT might also be burned or
marked used up.
Counter Check: Alternatively, the protected program (say the secret store) can simply check the
uses_remaining inthe| ClearanceGrant PDA before allowing an action, then decrement it.
This requires the protected program to have permission (maybe the Clearance PDA could allow the
other program to mutate it via a signed CPI, or the user must call into the Clearance program to
record the usage).

In either case, the audit log is crucial. The Clearance Program emits an event for each use: containing the
clearance ID, user, timestamp, and an optional reference to what was accessed (if provided by the calling
context). For example: “EVENT: Clearance CL-ALPHA used by Identity X at time T for Resource Y, remaining
uses = N-1". These events can be aggregated off-chain for a comprehensive audit trail of sensitive access.
On-chain, the program can also store a rolling log in a PDA (like appending to a vector in a
ClearanceGrant | or a separate Usagelog account), but given the scale of usage, that might be left to
off-chain systems to collect from transaction logs for efficiency. Still, critical uses (like accessing classified
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data) might warrant an immediate on-chain record for tamper-proofness. The design allows configuration:
e.g. ClearanceConfig could have a flag “log_mode = full/on-chain or minimal/off-chain”.

+ Access Enforcement: Other contracts or applications that require a certain clearance will interact
with this module. For example, the Threshold Auditor Escrow (Module 5) might require that a user
trying to initiate a secret retrieval holds a “Level 5 Auditor Token” and that it's valid. That contract
would call into the Clearance Manager (or simply check the token presence via SPL Token and check
expiry from the PDA) to validate the clearance. Because the tokens are non-transferable and only
issued to vetted individuals, holding the token is equivalent to presenting credentials. The Clearance
Manager may also integrate with the Compliance Oracle Hook (Module 4) by marking certain
clearance tokens as required for specific high-security token transfers (for instance, requiring a
special clearance token to move classified assets). In summary, the Permission & Clearance Token
Manager provides a flexible framework for representing rights and clearances on-chain, supporting
both time-bound and consumable permissions, with multi-party issuance control and detailed
usage auditing to satisfy internal security policies.

4. Compliance Oracle Hook: Transfer Attestation & KYC/AML
Gatekeeper

Overview: The Compliance Oracle is an on-chain enforcement point that gates all token transfers behind
compliance checks, ensuring that only permitted value transfers occur. It is implemented as a Token-2022
Transfer Hook program attached to regulated token mints (e.g. the sovereign currency or sensitive asset
tokens). Before any transfer executes, this hook requires proof of AML/KYC attestation - typically an off-
chain check that both parties are compliant with regulations - and optionally verifies zero-knowledge
credentials for selective disclosure. This design enforces that every movement of value on the platform
meets national financial regulations (AML/CFT, sanctions, etc.), without revealing unnecessary private
information on-chain.

* Transfer Hook Mechanism: Solana’'s Token-2022 allows a mint to specify a hook program that is
called automatically during each transfer 1 . Our Compliance program is registered as the hook for
all governed mints (e.g. the national stablecoin, high-value asset tokens, record tokens if needed).
When a user attempts to transfer tokens, the token program will invoke the Compliance program’s

execute | interface with the transfer details (source, destination, amount) in the same transaction.
The Compliance program then performs custom checks and either returns OK to allow the transfer
or returns an error to block it 14 . This occurs atomically - if the compliance check fails, the token
transfer is rolled back, ensuring no prohibited transfer goes through. Because the hook runs on
every transfer, it effectively acts as an in-line firewall for token movements.

Attestation Requirements: The core logic enforced is that both sender and receiver have valid
compliance attestation. Attestations are proofs that an address (or the identity behind it) has
passed required KYC (Know Your Customer) and is not flagged in AML (Anti-Money Laundering) or
sanctions lists. The platform ensures every user address is associated with an identity NFT (Module
1) or a verified legal entity credential. The simplest enforcement is therefore: only transfers between
known identities are allowed. The hook can check that both the source and destination token accounts
belong to wallet addresses that have a valid Citizenship NFT (or foreign equivalent) present. For
instance, the program could require the transaction to include the | IdentityRecord | PDAs for both
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parties as additional accounts, and simply verify | IdentityRecord.active == true for each.
This would immediately block any transfer involving an unregistered or invalidated user. This
approach uses on-chain data (identity records) as attestation of KYC.

In addition, for certain transactions (large amounts, sensitive assets), an off-chain attestation might be
required. The design includes a mechanism where an off-chain compliance server (operated by the
government or a regulated oracle service) pre-approves a transfer by signing a message or providing a
small proof on-chain. One approach: the user initiates a transfer request off-chain, the compliance server
checks both parties against sanction lists, checks the risk (amount, patterns), and if all good, it produces an
Attestation Token - for example, a one-time-use signed message or a tiny token. The user then includes
this attestation as part of their on-chain transfer transaction. The Compliance program would verify the
attestation’s validity (e.g. a signature by the known oracle key, or the presence of a specific Attestation PDA
created by the oracle). Specifically, we can have the oracle sign a message containing: source, destination,
amount, timestamp, and a nonce. On-chain, the program can use Solana's ed25519 signature verification
system call to verify this signature against the oracle’s public key. If it matches and is recent (within some
allowed timeframe, preventing replay), then the transfer is allowed. This effectively ties each high-risk
transfer to an explicit off-chain approval.

Another lighter mechanism is a persistent whitelist: the Compliance program can maintain a PDA list of
addresses that are KYC-approved (and not blacklisted). This list could be updated by authorities as users
complete KYC or as blacklist entries are added. The hook then simply checks that source and
destination are in the approved list. This approach is simpler but requires on-chain storage of
potentially many addresses. An optimization is storing a Merkle root of approved addresses in a PDA and
having the user provide a Merkle proof as part of the transaction. However, that would complicate the
transaction with proof data. Given that the platform likely requires all regular users to be known, an on-
chain whitelist might just be all identity NFTs - which we already have implicitly. Additionally, the hook can
check for specific disqualifiers: e.g. an account flagged for suspicious activity (the program could hold a PDA
set of “frozen” addresses). If either party is on the blacklist, the transfer is denied immediately 10 (this
covers sanctions or court-ordered freezes).

+ ZK Selective Disclosure: A key innovation is allowing zero-knowledge proofs (ZK) to satisfy
compliance checks without exposing private data on-chain. For example, a user might need to prove
they are over a certain age, or that their account’s cumulative transfers this month are below a
threshold, or that they are not a citizen of a banned jurisdiction - all without revealing their exact
age, total, or nationality publicly. The Compliance program is designed to verify such proofs. One
scenario: integrate with the SPL Confidential Token extension for concealing transfer amounts 15 .
If token amounts are confidential (encrypted on-chain), the transfer hook cannot directly read the
amount. Instead, the sender must provide a ZK-proof that the hidden amount is, say, below a
regulatory limit or equals some value that the oracle approved. Solana’s token-2022 confidential
transfer extension uses cryptographic proofs (like range proofs) that can be verified on-chain, and
our hook can require those to be present for transfers 16 . Another scenario: the user provides a ZK-
proof of KYC status. There are emerging decentralized identity protocols where a user can carry a ZK
credential (for example, a proof that “I am a verified citizen” or “I am not on list X") signed by an
issuer. Our Compliance program could verify a proof that encodes the user’s identity NFT and a
secret such that the statement “This identity is verified by authority Y with risk score < Z" is true. The
on-chain program would need a verifying key (if using zk-SNARKs or similar) or could rely on an off-
chain verified signature embedded as above. Because general ZK proof verification on Solana is non-
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trivial in 2025 (limited by program compute), we anticipate using streamlined proofs tailored to
specific needs (like Solana's built-in range proofs for confidential tokens). The architecture is
extensible: new proof verification routines (e.g. via parallel signature or cryptographic plugins) can
be added as needed, given the program'’s upgradable nature (with governance oversight).

Interface and Integration: The Compliance program'’s interface likely includes an Anchor context
for the transfer hook, e.g.
fn transfer_hook(ctx: Context<TransferHook>, amount: u64) -> Result<()>|as per
the Token-2022 hook interface 17 . The Context<TransferHook> | brings in accounts like the
source token account, destination token account, and possibly additional accounts we define. Using
the Additional Accounts mechanism 18 , we specify that for our mints the transaction must
include: the source and destination identity PDAs, and optionally an Attestation PDA or proof
account. The program will find these accounts by deterministic seeds (e.g. an Attestation PDA could
be derived from [b"attest", tx_id] that the oracle created prior). If any required account or
proof is missing or invalid, the hook returns an error, causing the whole transfer to fail 9 . For
performance, simpler checks (like existence of Identity PDAs and their | active  flag) are done first.
Then signature or ZK proof verification is done if provided. Finally, if all checks pass, the hook returns
success and the underlying token program proceeds with the state update.

Logging and Monitoring: The Compliance program emits detailed logs for every inspected transfer.
Each transfer event can be logged with outcome (allowed/denied), the involved addresses (possibly
hashed for privacy or truncated), and the reason for denial if any (e.g. “Denied: Destination not
KYC'd” or “Denied: Sanction list match”). These logs help auditors ensure the system is functioning as
intended. Since the logic is on-chain, it's auditable by regulators in real time - they can see that no
tokens moved without the checks. The use of token hooks at the token level means compliance is
enforced universally across all protocols and wallets 20 , not just in specific applications. This is a
major advantage over application-layer checks, as even direct token transfers between users must
pass through the hook.

Fail-Safe Controls: In exceptional cases (like the oracle service is offline or there is an emergency),
the system design could allow an override. For example, a special Emergency Transfer Authority (a
multi-sig of government officials) could be allowed to bypass the hook by having the hook program
recognize that authority’s signature and skip certain checks (or use a backdoor instruction to
authorize a particular transfer). This would be used sparingly, but is mentioned for completeness in
a sovereign context where legal override might be necessary (and even then, it would be on record
that an override was used). By default, however, the Compliance Oracle Hook is an unyielding
gatekeeper: no transfer of regulated tokens can occur unless all compliance conditions are
met, as verified by on-chain logic 14 .

5. Threshold Auditor Escrow Contract: Secure Multi-Signatory Secret
Release

Overview: The Threshold Auditor Escrow is a high-security smart contract for holding encrypted secrets
(documents, keys, or other confidential data) on-chain and releasing them only when a threshold of
authorized parties agree. It is essentially a vault that requires multi-party approval to open. This module is
used to safeguard sensitive information (e.g. encrypted investigation files, cryptographic keys, or critical
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system controls) such that no single official can access or leak the secret - only a consensus of several
trusted auditors or officers can trigger its release. It supports detailed audit logging of any access attempt
and a “denial” flow to record when insufficient approvals were obtained (e.g. an attempted access that was
vetoed or timed out).

* Secret Storage Architecture: Each secret to be protected is stored in an on-chain Escrow Account
(a PDA) that contains the encrypted payload. The payload is typically a ciphertext produced off-chain
using a strong encryption algorithm (e.g. AES-256) with a key that is split among the authorities. The
account might contain, for example, an encrypted blob and metadata:

#[account]
pub struct SecretEscrow {
pub secret_id: [u8; 16], // identifier or hash of the secret
pub cipher_text: Vec<u8>, // the encrypted secret data
pub authorized_signers: [Pubkey; N], // list of N public keys who can
authorize
pub threshold: u8, // number of signers required (T out of N)
pub released: bool, // whether secret has been released
pub release_time: i64, // time of release (if released)

pub access_log: Vec<AccessEvent>, // optional log of events

pub struct AccessEvent {
pub timestamp: 164,
pub initiator: Pubkey,
pub action: u8, // 1=request, 2=approved, 3=denied
pub approvers: u8, // number of approvals at that time

The ' authorized_signers -array contains the public keys of, say, 5 auditors (for an example 3-of-5
scheme). The | threshold | field would be 3 in that case. No private key for the escrow PDA exists (being a
PDA, only the program signs changes) 2" 22 . The secret's actual decryption key is not stored on-chain;
instead, each of the N authorities holds a share of it (via an MPC scheme or Shamir Secret Sharing). The on-
chain data is just the ciphertext (which is harmless without keys) and the policy (who and how many
needed). This means even if someone compromises the chain data, they cannot read the secret without the
requisite shares.

* Request and Approval Flow: To retrieve a secret, an authorized user (usually one of the auditors) or
an external requester initiates a release request. This is done by calling
initiate_release(secret_id, requester_pubkey) on the program. The program locates
the SecretEscrow PDA by | secret_id . It then records an AccessEvent with action=1 (request)
and who initiated. At this point, the secret is still encrypted and unreleased. Now, the program
expects a certain number of approval instructions from the authorized signers. Each authorized
signer has an instruction | approve_release(secret_id) which must be individually signed by
them. When an auditor calls | approve_release , the program verifies that the caller is indeed in
the authorized_signers list for that secret and that they haven't already approved this request.
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It then records an approval (could mark it in a bitmask or increment a counter and store the
approver’s key in a temporary approvals list within the account). The state might maintain a separate
PDA (like ReleaseSession with an approvals bitmap) or simply reuse the escrow account'’s log.
For simplicity, a new PDA  ReleaseRequest |can be created per request, seeded by  [secret_id,
request_nonce] , which tracks ongoing approvals without altering the main escrow record until
finalized. Each  approve_release updates that Request PDA.

Once the number of unique approvals reaches the | threshold , the program considers the secret ready to
release. At that moment, it can either automatically release or require a final explicit execute_release
call. In our design, we incorporate an explicit step to allow coordination of delivering the secret to the
correct party. The final signer (the one providing the T-th signature) can also «call
finalize_release(secret_id, target) which triggers the release process. If threshold is met, the
program will mark ' released=true and release_time=now  in the SecretEscrow account, and then
release the secret.

+ Secret Release Mechanism: The actual act of “releasing” an encrypted secret can vary. Since on-
chain data is visible to all, simply storing the plaintext on-chain is not desired even after approvals
(especially given NATO Secret-level info). Instead, we do one of two things: (1) We distribute the
decryption shares on-chain, or (2) we deliver the plaintext off-chain securely. In approach (1), upon
threshold approval, each approving signer might have submitted in their approve_release call a
piece of a partial decryption. For example, if a threshold encryption scheme (like threshold RSA or
ElGamal) is used, each signer's approval could carry a decryption share that the program can
combine. The program could then perform a computation to derive the plaintext. However, doing
heavy decryption math on-chain is expensive and potentially not feasible for large data.
Alternatively, (and more practical) approach (2): the program emits an event or creates an output
account with the secret encrypted to the requester’s public key. Specifically, the final

finalize_release cantake a target_pubkey |(the auditor or requester who should receive
the secret). The program could then take the stored ciphertext and re-encrypt it with that target's
public key (if using an asymmetric scheme) and output that encrypted form (which only that target
can decrypt off-chain). Forinstance, if each auditor holds part of an AES key, they could on their own
combine shares to get the AES key once threshold is reached, and then decrypt off-chain. But to
involve the chain for logging, perhaps the simplest: after threshold approvals, the program writes
the ciphertext to an output PDA accessible by the requester (or just leaves it in the SecretEscrow and
flips released flag). The authorized auditors would then communicate the decryption key shares
to the requester through a secure off-chain channel (since they all agreed to release, presumably
they’ll cooperate to deliver the secret).

Regardless of method, after threshold is met, audit logs are updated: an  AccessEvent  with action=2
(approved/released) and listing which signers approved (or at least the count) is stored. The SecretEscrow’s

released | flag prevents further approvals (one-time release). Optionally, the program could also self-
destruct or garbage-collect the secret after release (e.g. zero out the cipher_text or close the account after
confirming delivery), depending on policy (some secrets might be one-time use, others might allow multiple
releases - though typically sensitive secrets would not remain once taken out).

* Denial & Timeout: Not all requests reach approval threshold. The contract should handle scenarios
where insufficient signers approve or someone explicitly denies the request. An auditor who
disagrees with releasing the secret can call deny_release(secret_id) | This records a denial
event (action=3) and could immediately cancel the pending request (requiring a fresh request to try
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again). Alternatively, if no explicit deny but approvals are too few, a timeout mechanism can close
the request after a certain period. For example, if within 48 hours threshold isn't met, the request
PDA auto-closes (perhaps an off-chain cron triggers a cleanup instruction) and an event “denied by
timeout” is logged. The denial flow ensures there is an immutable record when a secret was
requested but not authorized - important for oversight (e.g. if an unauthorized person kept trying to
get a secret, or if one auditor consistently vetoed releases, that gets logged).

Audit Logging: Every action in this module is logged to the maximum extent for forensic purposes.
The on-chain access_log array in the SecretEscrow (or separate PDAs for logs if size is a concern)
captures request initiations, approvals (with which signer), denials, and final releases with
timestamps. This, combined with events, provides a timeline of how the secret was handled. For
example: [T=0: Request by Alice][T=5min: Approve by Auditor1][T=7min: Approve by Auditor2][T=1h: Denial
by Auditor3 -> Request closed]. Such logs are themselves sensitive (they reveal attempts to access
secrets), so if this module runs in a classified cluster, the logs are protected by that environment's
access rules. The presence of logs on-chain means they are tamper-evident and auditable by
internal security or external inspectors to ensure no secret is accessed without due process.

Security Considerations: The threshold scheme means no single individual can access or exfiltrate
the secret - at least | T| out of N must collude. Keys for decryption are kept off-chain with the
auditors, leveraging MPC (Multi-Party Computation) or secret sharing such that even if the
blockchain is compromised, the encrypted secret is safe unless the adversary also subverts the
threshold of auditors. The contract itself is governed (see Upgrade strategy below) to ensure only
vetted code is operating, and the program’s upgrade authority is similarly under multi-sig
governance, to prevent a malicious upgrade that could, for example, release all secrets. The dual-
cluster deployment plays a role here: likely, this Threshold Escrow runs on the classified cluster with
restricted node access (as it deals with NATO-Secret level data). It can, however, accept requests from
the public cluster (e.g. an on-chain bridge or API that lets a public cluster instruction send a release
request to the classified cluster for processing). Cross-cluster verification (discussed next) will ensure
that such requests are authentic and authorized.

Use Cases: This module might protect things like the private keys for state-critical signing (which
require multiple officials to unlock), sensitive diplomatic cables, or even the root of trust for cross-
cluster communication. For example, the public cluster might have an Escrow entry for a
cryptographic key that signs data moving to the private cluster; only if multiple authorities approve
can that key be used (thus preventing unilateral action). This ensures compartmentalization in line
with national security practices.

Upgrade Strategy and Secure Governance

All smart contract modules above are deployed as upgradeable programs on Solana for flexibility, but are
governed under strict security controls to prevent any unauthorized or malicious upgrades 23 24 . The
upgrade authority of each program is not an individual key but a multi-signature governance account (or
DAO-like governance mechanism) controlled by the sovereign entity. Specifically, the upgrade authority is
assigned to a multi-sig contract (such as the Squads or SPL Governance program) that requires a quorum of
government officials (e.g. 5 of 7 security council members) to sign off on any code upgrade. This eliminates
the single point of failure risk where one compromised key could alter the program 25 .
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The governance process for upgrades includes a timelock/cool-off period for transparency and testing.
Because Solana’'s native loader doesn’t support time-delayed upgrades directly 26 , the governance
program implements this at the process level: once an upgrade is approved by votes, it enters a scheduled
state and is only executed after, say, a 7-day delay (during which the decision can be reviewed or vetoed if
an issue is found). The SPL Governance program supports such waiting periods between proposal vote and
execution as a pseudo-timelock 27 . We adopt this approach: all critical program upgrades must go through
a proposal -> vote -> wait -> execute cycle, recorded on-chain for audit. Emergency patches (to fix critical
vulnerabilities) can be fast-tracked by explicit override of the timelock via a higher threshold vote, but this is
only for dire situations.

Each module’s source code and upgrade history is auditable, and any approved upgrade requires
signatures from multiple stakeholders (for example, Ministry of IT, Cybersecurity Agency, and an external
auditor representative). By policy, code changes undergo security audit before deployment. The multi-sig
governance itself is secured by hardware keys and operational procedures to meet NATO Secret standards
(e.g. signers convene in secure facility to use the keys for upgrades).

In addition to program upgrades, data authority changes (like changing an authority key in a config PDA)
are also governed by multi-sig. For example, updating the list of authorized issuers in the E-Governance
Record Program or changing the oracle’s public key in the Compliance program would be encoded as
governance-controlled instructions, only executable by the governance multi-sig. This ensures that critical
parameters cannot be tampered with by a single admin.

Finally, to prevent supply chain risk, once the platform matures and the contracts are deemed stable, the
governance can choose to freeze upgrades (making programs immutable) by setting the upgrade authority
to|nil orrequiring an even higher quorum to restore it. This might be done for the most critical validation
programs if policy dictates absolute stability over upgradability.

Cross-Cluster Communication and Verification

The platform’s dual-cluster architecture separates public-facing transactions from classified operations.
We have a primary Solana cluster handling most user-level activity (identity, records, payments), and a
secondary restricted cluster for sensitive data (such as Module 5's secret escrow and perhaps storage of PII
hashes, etc.). Secure communication between these clusters is crucial. We implement a bridge mechanism
with threshold attestation to transfer information across clusters without centralized trust.

Key design elements for cross-cluster communication:

* One-Way Anchors: In many cases, the public cluster needs to prove something to the classified
cluster. For example, to honor a secret release request, the classified cluster’s program might need
proof that the requester is a valid identity with a certain clearance on the public chain. Instead of
directly trusting the public chain (or exposing classified validators to it), we use attested messages.
A special bridging oracle (itself run under multi-party control) observes events on the public chain
and signs a succinct attestation of those events, which the classified cluster accepts. For instance,
when a public user calls | initiate_release on the classified cluster, they must provide an
attestation signed by at least 3 of 5 bridge oracles stating “Identity X on public cluster initiated
release for Secret Y at time T". The classified cluster's Threshold Escrow program will verify the
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quorum of oracle signatures using on-chain ed25519 verify calls (similar to how the compliance
oracle checks off-chain signatures). Only if a threshold of trusted bridge signers have attested the
event do we consider it valid. This approach avoids running a full light client on-chain (which is
currently impractical due to Solana’s high throughput and complex consensus), instead leveraging a
committee of trusted oracles. The oracles themselves are likely the same entities that validate the
classified chain or other vetted parties, providing a distributed trust model (no single point can lie
without others catching it).

Mirror Accounts and Hashes: For less dynamic data, we mirror certain state across clusters by
hashing. For example, the root of the identity registry (e.g. a Merkle root of all active identity NFTs
and their statuses) can be periodically anchored from the public cluster to the classified cluster. The
classified cluster can store this root in a config account. Then, when needing to verify a specific
identity, a Merkle proof from the public cluster’s state can be presented and checked against the
stored root. This is a form of succinct state verification. The public cluster's governance program
might update the root on the classified chain daily, signed by the bridging multi-sig. Similarly, critical
events like “Record X was revoked” or “Clearance token Y granted to user Z" might be summarized
and sent to the classified chain for awareness. The platform uses these summaries to ensure
decisions made in one domain respect the state of the other (e.g. if an identity is revoked publicly,
the classified cluster will refuse any of that identity’s secret access requests even if the user
somehow still had credentials, because the revocation state was relayed).

Cross-Chain Token Movements: If the platform ever needs to move assets between clusters (say a
token representing money on the public side and a mirrored token on the private side for internal
accounting), a bridge contract is deployed. This likely operates by locking tokens on one side and
minting on the other, under the control of the same threshold signers. For instance, to move 100
tokens from public to private, the user would send 100 to a freeze/vault account on public chain,
triggering an event. The bridge oracles attest this event, and the private cluster’s bridge program
mints 100 tokens to the user’s account on the private side. Reverse similarly requires approvals. This
ensures asset consistency without trusting any single node.

Security and Verification Models: All cross-cluster interactions assume overlapping security
domains. The chosen oracle committee or multi-sig bridging keys are run by entities that are trusted
in both clusters (potentially the national cybersecurity agency nodes). We employ threshold
signatures so that no single bridge oracle can falsify a message; a quorum is required, aligning with
the idea of NATO Secret clearance where multiple cleared persons must concur before information
flows. In practice, using t-of-n signatures (e.g. threshold Schnorr or just collecting multiple Ed25519
signatures) adds minimal overhead and can be verified on-chain in the target cluster. If any oracle
were compromised, it would need to corrupt at least t of them to produce a bad attestation.

Data Diodes and Policy: In a high-security environment, one might enforce a one-way flow (e.g.
some data may only flow from classified to public or vice versa but not both). The design can
accommodate a data diode approach - for instance, identity and compliance info flows from public
to private (so private cluster knows the state of identities), but secret details never flow to public
(only perhaps an index or reference). This is enforced by simply not building a reverse bridge for
certain data. The governance can decide which messages are allowed across. For example, perhaps
the private cluster can send back an attestation that “Secret #Y was released to Identity X at time T"
to the public chain, so that a record is reflected publicly (without revealing content) - this could be
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useful for accountability. Such a message would likewise be signed by threshold signers on the
private side and verified on the public side’s governance log.

+ Consistency and Finality: Solana clusters have fast finality; we still ensure to only act on finalized
events from the other cluster. Oracles wait for finality on source chain (which in a permissioned
setting is quick and reliable) before signing attestions. We avoid race conditions by possibly using
unique IDs and nonces in messages. Each secret or token transfer request has a unique nonce to
prevent replay across time or clusters.

In summary, the cross-cluster communication is achieved through a combination of multi-sig oracles and
deterministic PDA anchors. This provides trust but verify: we distribute trust among several nodes for
inter-chain actions, and we use cryptographic verification on-chain for every message 28 29 . The model
aligns with the platform’s sovereign requirements - the government can operate multiple Solana-based
networks with different classification levels, yet have them interoperate securely by relying on cryptographic
attestations rather than blind trust. All such interactions are subject to the same governance oversight
described above, ensuring the sovereign entity maintains full control over how and when data crosses
boundaries.
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14 17 19 What is the Solana Transfer Hook Extension | QuickNode Guides
https://www.quicknode.com/guides/solana-development/spl-tokens/token-2022/transfer-hooks

21 22 Program Derived Addresses (PDA) security question : r/solana

https://www.reddit.com/r/solana/comments/18tom3k/program_derived_addresses_pda_security_question/

23 24 25 Why Manage Program Upgrades with a Multisig - Squads Blog
https://squads.so/blog/solana-multisig-program-upgrades-management

26 27 program - Timelock update of a smart contract - Solana Stack Exchange
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STRIDE Threat Model for Sovereign-Grade Solana
RWA Platform

The following threat model categorizes risks according to the STRIDE framework, outlining an example
threat, severity, and mitigation for each category. This model assumes a national-scale Solana-based Real-
World Asset platform with NATO-Secret level security, incorporating Solana Token-2022 confidential
features, ZK (zero-knowledge) credentials, Program Derived Address (PDA) vaults, dual validator clusters,
and stringent operational practices.

Spoofing

Threat: An attacker impersonates a legitimate actor (e.g. a validator node or admin wallet) to gain
unauthorized access or inject false data.

Severity: High - such impersonation undermines trust at the sovereign level.

Mitigation: Enforce strong identity verification using zero-knowledge proof credentials (proving identity
without revealing secrets ' ). Distribute trust for critical keys using threshold signatures, which split key
control among multiple parties 2 , so no single compromised key can be used to spoof identities.

Tampering

Threat: Unauthorized modification of on-chain data or code (e.g. altering token balances, metadata, or
smart contract state) by an attacker exploiting a vulnerability.

Severity: High - could lead to loss or misrepresentation of real-world assets.

Mitigation: Rely on Solana’s immutable ledger and consensus: once transactions are confirmed, history is
tamper-proof and any attempt to alter past data is flagged by the network 3 . Implement strict
programmatic checks (Anchor constraints verifying account integrity and PDA vaults controlling assets) to
ensure only authorized updates occur, preventing malicious state changes.

Repudiation

Threat: A user or administrator performs a sensitive transaction and later denies having done so,
attempting to repudiate the action.

Severity: Medium - non-repudiation is critical for auditability in a national platform, though blockchain
records make outright denial difficult.

Mitigation: Every transaction is digitally signed by the actor’s private key and recorded on-chain, providing
cryptographic non-repudiation - the signer cannot later deny their involvement 4 . Comprehensive audit
logs and time-stamped records (with secure log storage) complement on-chain data to ensure actions are
traceable to identities.
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Information Disclosure

Threat: Leakage of confidential information, such as sensitive financial details or user identity data, from
on-chain transactions or storage.

Severity: High - privacy breaches could violate regulations and erode user trust.

Mitigation: Utilize Solana’'s Token-2022 Confidential Transfer extensions to hide asset balances and
transaction amounts. This extension enables transfers with encrypted amounts, using homomorphic
encryption and zero-knowledge proofs to preserve privacy 5 6 . ZK credentials and encryption should
protect personal data off-chain, ensuring only authorized parties can access sensitive information
(optionally via an auditor key for oversight).

Denial of Service

Threat: Disruption of network or service availability - e.g. attackers flooding the platform with transactions
or DDoS attacks on validator nodes and RPC endpoints, aiming to halt RWA operations.

Severity: High - a sustained outage at national scale could halt asset flows and damage confidence.
Mitigation: Architect for high availability: deploy dual validator clusters or redundant nodes in
geographically separate data centers for failover 7 , ensuring continuity if one cluster is attacked.
Leverage Solana's network upgrades like stake-weighted QoS and localized fee markets to throttle spam
and maintain performance under load & . Operationally, implement rate-limiting, robust monitoring, and
emergency response procedures to quickly mitigate and recover from DoS incidents.

Elevation of Privilege

Threat: A user or component gains higher privileges than intended - for example, exploiting a smart
contract bug or misconfiguration to execute admin-only actions or drain a PDA vault.

Severity: High - could lead to complete compromise of the platform’s assets or governance.

Mitigation: Follow the principle of least privilege in system design: smart contracts (via Anchor) must
strictly enforce role-based access (e.g. checking that the caller is the authorized admin account with
has_one  and signer constraints). Critical operations require multi-party approval; for instance, use multi-
signature or threshold cryptography for admin instructions so no single actor can unilaterally gain elevated
control 2 . Regular audits and formal verification of code help catch privilege-escalation bugs before
deployment.
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STRIDE Threat Model

SPOOFING
Threat: Impersonate validator/admin
Severity: High
Mitigation: ZK-proof ID & threshold keys

v

TAMPERING
Threat: Unauthorized ledger/state change
Severity: High
Mitigation: Immutable ledger + Anchor/PDA checks |

v

REPUDIATION |
Threat: Deny a performed transaction
Severity: Medium
Mitigation: On-chain signatures (audit trail)

v
INFORMATION DISCLOSURE
Threat: Leak of sensitive data
Severity: High
Mitigation: Confidential tokens (encrypted)

v

DENIAL OF SERVICE
Threat: Overload network/nodes
Severity: High
| Mitigation: HA clusters + QoS rate-limits

\ 4
ELEVATION OF PRIVILEGE
Threat: Exploit to gain admin rights
Severity: High
Mitigation: Least privilege & multi-sign

i WWW.RWA.DUNAVERSE.COM 9 10 ANSON ROAD #33-10, SUITE C, INTERNATIONAL PLAZA SINGAPORE 079903

.



j Duna RWA

Each STRIDE category is addressed with Solana-aligned strategies (Anchor framework for secure programs,
zero-knowledge proofs for privacy, threshold cryptography for key management, and rigorous DevOps
practices) to achieve a sovereign-grade security posture.

Sources:

1. Phillip Shoemaker, Identity.com - Zero-knowledge proofs for privacy-preserving identity verification 1
2. Tal Be'ery, ZenGo - Threshold Signature Scheme removes single-key risks by splitting keys among parties
2
3. Solflare Help Center - Blockchain’s distributed ledger is tamper-proof; attempted history modifications
are detected 3
4. Garima Singh - Digital signatures on blockchain ensure authenticity and non-repudiation (signer cannot
deny a signed transaction) 4
5. Solana Program Library (Token-2022) - Confidential Transfer extension hides token balances using
homomorphic encryption and ZK proofs 5 ©
6. Everstake DevOps - High availability via dual validator setup in separate locales to prevent total outage
7
7. Solana Foundation - Stake-weighted QoS and fee market upgrades improved network resilience under
high load 8

T What Are Zero-Knowledge Proofs? - Identity.com

https://www.identity.com/zero-knowledge-proofs/

2 Introducing Solana's First Open-Source Threshold Signature Library | Zengo
https://zengo.com/introducing-solanas-first-open-source-threshold-signature-library/

3 Why Transactions Cannot Be Cancelled or reversed? | Solflare Help Center
https://help.solflare.com/en/articles/9260275-why-transactions-cannot-be-cancelled-or-reversed

4 Digital signature authentication using blockchain Technology

https://www.linkedin.com/pulse/digital-signature-authentication-using-blockchain-technology-singh-hkgmf

5 6 Confidential Transfers on Solana: A Developer's Guide | QuickNode Guides
https://www.quicknode.com/guides/solana-development/spl-tokens/token-2022/confidential

7 How to Ensure High Availability for a Solana Validator: Everstake DevOps Share Their Know-How
https://everstake.one/blog/how-to-ensure-high-availability-for-a-solana-validator-everstake-devops-share-their-know-how

8 Network Performance Report: July 2023 | Solana
https://solana.com/news/network-performance-report-july-2023
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Implementation Road-map

This section outlines a phased 24-month implementation strategy for deploying a sovereign-scale Real-
World Asset (RWA) platform on Solana. The road-map is divided into five technical phases, each with specific
goals and deliverables. The design accounts for a NATO-Secret level threat model, meaning security and
resilience are paramount at every step. All on-chain programs are developed using the Anchor framework
(to leverage its built-in security features and efficient developer workflow ' ), and two parallel Solana
clusters (civilian and classified) are established to segregate public and sensitive operations. Below is an
overview of the phases:

* Phase 0 - Foundational Infrastructure (Months 0-3): Establish the base Solana validator clusters,
on-chain governance scaffolding, and developer toolchains.

* Phase 1 - Identity & Compliance Layer (Months 4-6): Deploy tokenized citizenship identities and
compliance modules (e.g. AML/KYC hooks) on the civilian network, with corresponding credentialing
on the classified network.

* Phase 2 - Classified Access & Vault Controls (Months 7-12): Implement confidential asset vaults
and access-control via capability tokens. Introduce threshold cryptography for secret escrow and
auditor oversight, especially in the defense (classified) cluster.

* Phase 3 - Interoperability & Scaling (Months 13-18): Enable secure cross-cluster communication
between civilian and classified networks, integrate zero-knowledge proof systems, and provide
external audit interfaces. Scale up system capacity (validator nodes, state compression) to support
national usage.

* Phase 4 - Hardening, Decentralization & Post-Quantum (Months 19-24): Finalize security audits,
expand decentralization (broader validator participation and threshold key custody), and upgrade
cryptography (post-quantum resilience and final hardening) before full national rollout.

Phase 0 (Months 0-3): Foundational Infrastructure

Goals: Establish the foundational infrastructure for a dual-cluster Solana deployment and prepare the
development and governance framework. In this phase, the emphasis is on setting up robust validator
clusters for both civilian and classified environments, creating initial on-chain governance structures, and
bootstrapping the development process in a secure manner.

Key Deliverables and Components:

+ Dual Validator Cluster Setup: Provision two parallel Solana clusters - a civilian cluster for public RWA
transactions and an isolated classified cluster for sensitive defense and e-governance data. Each
cluster is launched with a minimal validator set in secure data centers. Validator nodes employ
hardware security modules and secure key management compliant with NATO-Secret threat models
(e.g. tamper-resistant HSMs for key custody). Networking between nodes is hardened (VPN and
encryption) to prevent eavesdropping. The classified cluster is firewall-isolated from public networks
at genesis, with only controlled gateways for later interoperability.
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+ Governance Scaffolding: Deploy a governance program on each cluster to manage configuration
and future upgrades. For example, the Solana SPL Governance (on-chain DAO governance) or a
custom governance contract is initialized to control smart contract deployments, parameter
changes, and validator admissions. The governance structure is seeded with foundational “genesis”
authority tokens assigned to sovereign entities (e.g. Ministry of Digital Affairs, Defense Department,
etc.). This scaffolding ensures that changes to the network or programs require on-chain proposals
and approvals, enforcing transparency and multi-party consent from the start.

Developer Bootstrapping: Set up the development toolchain and continuous integration pipeline
using Anchor. Development teams are trained in secure Solana programming practices. Coding
standards and security review processes are established in this phase, leveraging Anchor's safety
features to reduce vulnerabilities 7 . A dedicated testnet (or use of the civilian cluster in a test
mode) is stood up for developers to iterate on smart contracts (using Anchor’s built-in testing
framework). The goal is to cultivate an in-house team capable of maintaining the programs
throughout the project. Parallel to technical training, a security audit team is assembled to perform
ongoing review of code (with members cleared for NATO-Secret to also handle classified logic).

Governance Policies & Legal Setup: Although primarily organizational, this runs in parallel -
defining the legal and policy framework for the platform’'s operation (e.g. regulatory compliance
requirements, data protection policies, and disaster recovery plans). These policies inform the
technical configurations (for instance, defining which agencies run validators on the classified
cluster, or what constitutes quorum in governance voting).

Parallel Deployment Considerations: During Phase 0, both clusters are brought to operational readiness
in parallel: - Civilian Cluster: Launched first as a permissioned Solana network with initial validators operated
by national IT infrastructure agencies. This cluster is configured to eventually host citizen-facing
applications (with high throughput and availability). Basic network parameters (block times, transaction
fees) are tuned for large-scale usage.

- Classified Cluster: Stood up in secure government facilities with a restricted validator set (e.g. defense IT
units). Extra initialization steps include enabling encryption at rest for ledger data and strict physical
security for nodes. The classified cluster’s existence and genesis configuration are documented but kept
confidential, and it runs a configuration identical to Solana's runtime to ease future cross-cluster
compatibility, though with more conservative performance settings if needed for security.

By the end of Phase 0, the foundational Solana environments are online with basic governance and
development processes in place. This creates a solid base on which subsequent phases will build
application-layer functionality.

Phase 1 (Months 4-6): Identity and Compliance Layer

Goals: Implement the digital identity layer and compliance controls on the platform. In the civilian cluster,
every citizen and entity receives a blockchain-based identity token (tokenized citizenship), and on-chain
mechanisms for AML/KYC compliance are introduced. In the classified cluster, parallel identity credentials
(for cleared personnel and agencies) are established. This phase links real-world identities to on-chain
representations, forming the basis for e-governance records and permission controls in later phases.
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Key Deliverables and Components:

* Tokenized Citizenship Identity: Issue non-transferrable identity tokens to represent citizenship
or legal personhood on the civilian network. Using Solana’s Token-2022 extensions, a special mint is
created where each token is soulbound to a citizen’s wallet (the non-transferable token extension
ensures these identity tokens cannot be sent or reassigned 2 ). Each token carries metadata for the
citizen’s basic information or an index into an off-chain government database. This establishes a
tamper-evident, unique identity token for each citizen, which will be referenced by other programs
(e.g., for voting or accessing services). The identity issuance process integrates with existing national
ID systems for verification (e.g., a citizen must prove their identity off-chain to receive the token on-
chain, possibly via government-run issuance dApps).

On-Chain KYC/AML Compliance Hook: Deploy a compliance program that hooks into all sensitive
token transactions on the civilian cluster. Specifically, the RWA platform leverages the transfer hook
interface of SPL Token-2022 3 - every token mint that represents regulated assets or funds is
configured with a compliance hook extension. The hook program, implemented in Anchor, is invoked
on each transfer operation 4 . It checks both the sender and receiver against an approved list or
compliance rules (for example, confirming both parties hold valid identity tokens and are not
sanctioned). If a transfer violates policy (e.g., blacklisted address, exceeding a threshold without
proper KYC), the hook program rejects it. This provides an on-chain enforcement layer for AML/KYC,
ensuring that tokenized assets only move among compliant, identified participants. The compliance
program can be updated via governance to adapt to new regulations, and it logs all checks for
auditability.

E-Governance Credentialing: Alongside general citizenship tokens, issue specialized governance
tokens or credentials to officials, legislators, and government agencies. These may be represented
as role-based NFTs or multi-use tokens that grant privileges in governance processes. For instance, a
“Parliamentarian Token” could enable proposing or voting on legislation recorded on-chain, while a
“Registrar Token” might allow local officials to update certain records. The governance tokens are
distributed according to existing government structure (e.g., one per Member of Parliament, one for
each ministry with specific weights, etc.) and tied to the holders' identity tokens. This creates a
foundation for e-governance records on Solana, where actions by officials can be cryptographically
authenticated via their on-chain credentials. The credential issuance is handled through an Anchor
program that ensures only the appropriate authority (e.g., the election commission or a defense
authority for classified roles) can assign or revoke these tokens.

Identity Integration in Programs: All Phase 1 smart contracts (asset registries, voting modules,
etc.) start integrating identity checks. For example, a land registry program might require that only a
valid citizen token holder can own a land title token, linking identity to asset ownership. This
integration sets the stage for broad use of on-chain identity in subsequent asset tokenization efforts.

Parallel Deployment - Civilian vs. Classified:

« Civilian Cluster: Focuses on citizen and enterprise identity. By month 6, the civilian network should
have minted identity tokens for a pilot group (possibly starting with government employees or a
small region, then scaling to all citizens). Compliance hooks are active on financial token mints (e.g.,
a pilot token representing a treasury bond or a stablecoin for government aid disbursement). The
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governance credentials on this cluster pertain to public governance (e.g. local e-voting pilots or
budget allocation committees using on-chain votes). All identity data on the civilian side is public or
pseudonymously public (personal details can be kept off-chain, but the existence of a verified ID
token is on-chain).

* Classified Cluster: Establishes a parallel identity system for cleared personnel and sensitive assets.
Instead of “citizenship” tokens, this cluster issues security clearance tokens to military and
government staff (e.g., tokens denoting Clearance Level Secret, Top Secret, etc., assigned per
individual). These too use non-transferable token mechanics and are mapped to real-world vetting
processes. The classified cluster's governance credentials are issued to defense officials - for
example, a multi-sig council token for chiefs-of-staff to authorize certain defense network actions.
AML/KYC on the classified cluster is less about financial compliance and more about enforcing need-
to-know access; a transfer hook or similar mechanism can ensure that classified data tokens only
transfer to wallets holding the appropriate clearance token. By the end of Phase 1, both clusters
have a functioning identity and role framework: a necessary foundation for controlling access to
assets and records in later phases.

Phase 2 (Months 7-12): Classified Access and Vault Controls

Goals: Develop advanced access-control mechanisms and confidential data storage on-chain. This phase
introduces the concept of capability tokens and secure vaults anchored by program logic. It delivers a
system where both clusters can manage sensitive resources: the civilian side may use these for critical
assets and private records, while the classified side manages defense information with strict access control
and audit trails. Additionally, threshold cryptography is rolled out to eliminate single points of failure in
controlling secret data (e.g., requiring multiple approvers to unlock a confidential record).

Key Deliverables and Components:

+ Capability Token Manager: Implement a capability-based access control model via smart contracts.
A new on-chain Capability Token Manager program is deployed to issue and revoke capability
tokens - these are tokens (fungible or non-fungible) that confer specific permissions to the holder.
For example, a capability token might represent the right to access a particular secure database, the
authority to perform a certain administrative action, or physical access to a facility (analogous to a
keycard). Unlike the broad identity tokens from Phase 1, capability tokens are granular and tied to
resources. The manager program ensures only authorized authorities can grant a capability token: it
checks that the requester has the requisite credentials (identity and role from Phase 1) and that the
grant is approved by a policy (possibly on-chain governance or a multi-sig of officials). Each capability
token is linked to its controlling program via a Program Derived Address (PDA): the token accounts
or the resource vault associated with it use a PDA derived from the resource ID and the managing
program’s ID. This means only the program can sign transactions on those accounts, preventing
unauthorized use 5 . For instance, a vault holding classified documents might have an address
derived from a seed (like a document ID) and only the vault program (not any single key) can move
its contents, enforcing that the rules in code (multi-sig, approvals) are followed.

* PDA-Anchored Vaults for Assets and Data: Launch a Vault program to handle custody of
tokenized assets and sensitive data objects. These vaults are on-chain accounts (at PDAs) that hold
assets (fungible tokens, NFTs, or even encrypted blobs of data) and release them only under certain
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conditions. For civilian RWA uses, a vault might hold collateral tokens that are locked until a loan
smart contract conditions are met, or hold a citizen’s encrypted health record that only a doctor with
a capability token can decrypt. On the classified side, a vault might secure critical documents or
encryption keys for systems. Because vault accounts are PDA-derived, they have no private key and
are controlled by the vault program logic > . The vault program uses Anchor constraints to ensure
that any access (withdrawal, transfer) passes checks: e.g., the caller must present a valid capability
token, and perhaps an additional real-time approval from an oversight key. By Phase 2's end, the
platform has a robust mechanism for storing digital assets and data on-chain with fine-grained
access controls - combining Solana’s high throughput with policy enforcement at the smart contract
layer.

Confidential Transaction Extensions: Integrate confidential token features (SPL Token-2022
Confidential Transfer extension) for any sensitive or high-security asset classes. This enables
transactions where the amounts (and potentially asset type) are encrypted on-chain, visible only to
authorized parties. For example, transfers of a classified budget token on the defense network could
be made confidential so that even if the ledger is accessed, the amounts are not disclosed publicly.
Solana’s confidential transfer uses encryption and zero-knowledge proofs to hide values while still
ensuring transaction validity 6 . We configure such mints with an auditor key - a special
cryptographic key whose holder (e.g., a national audit office or an algorithmic monitoring service)
can decrypt and view the hidden transaction details 7 . This means even confidential transfers have
an oversight mechanism: designated auditors (which could be a threshold key as described next) can
monitor for fraud or misuse without exposing data to everyone. By deploying confidential tokens
with auditor capabilities, Phase 2 strikes a balance between privacy and oversight for sensitive
financial flows.

Threshold Auditor Secret Escrow: Introduce threshold cryptography to manage critical secrets and
approvals. In practice, this involves setting up a threshold multi-signature scheme (or Multi-Party
Computation based signature) for the highest-security operations. Concretely, we establish that
certain actions (like releasing a highly confidential document from a vault, or initiating a large
transfer of state funds) require a quorum of distinct authorities to sign off. We replace single-key
authorizations with an M-of-N approval workflow on-chain. For example, to access a secret stored in
a classified vault, at least M out of N auditor keys must collaboratively provide signatures or
decryption shares. The implementation uses either a native multi-sig program (SPL MultiSig) or a
custom threshold signature service integrated with Solana (such as an off-chain MPC that
produces a valid on-chain signature when enough parties agree). By Phase 2's end, any “break glass”
or highly sensitive action cannot be done unilaterally - it is controlled by a committee of trusted
parties (with their keys possibly held in HSMs). This greatly mitigates the risk of a single insider or
compromised key causing a security breach. All such approvals are logged on-chain for after-action
audit.

Parallel Deployment - Civilian vs. Classified:

« Civilian Cluster: Capability tokens and vaults on the civilian side are used for critical infrastructure and
assets. For instance, e-governance records like land titles or academic certificates might be held in
vaults that only specific role-tokens can access (a land officer’s token to update a title, or a citizen’s
token to view their own record). Financial assets like bonds or investments could be issued with
confidential transfer enabled, hiding transaction amounts to protect privacy but with government
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auditor keys able to inspect transactions if necessary 7 . The threshold escrow model is applied to
things like the treasury reserve: moving reserve funds might require multiple ministry signatures
captured via the on-chain multi-sig. The civilian network thus achieves a secure asset management
layer that parallels traditional controls (segregation of duties, need-to-know access) in an automated
way.

Classified Cluster: In the defense network, Phase 2's tools are mission-critical. Every classified object
(documents, intelligence reports, etc.) stored on-chain is placed in a PDA vault that only the
appropriate clearance token can open. Additional dynamic checks can be implemented (for example,
a time-based code or a second factor from an off-chain system before releasing data). The capability
tokens here include things like “Mission Access Token” granted to authorized personnel for a specific
operation, which might expire or be revocable. Confidential token transfers are standard on this
cluster: all sensitive tokenized resources (like classified budgets, or asset movements) use confidential
transfers by default, with only an authorized oversight group able to decrypt details. Furthermore, the
oversight in this cluster might itself be structured as a threshold group (for example, decryption of
confidential transactions could require a quorum of auditor keys held by internal affairs and
cybersecurity departments). The threshold approval scheme is employed for any action that could
impact national security - e.g., deploying new code to this cluster might require multiple high-level
signatures via the governance program. By the end of Phase 2, the classified cluster is operating
with rigorous controls that meet or exceed NATO-Secret handling requirements, and the civilian
cluster inherits many of the same safeguards for high-value assets.

Phase 3 (Months 13-18): Interoperability and Scaling

Goals: At this stage, the platform integrates the two previously siloed environments and prepares for broad
scaling. Phase 3 introduces cross-cluster communication so that the civilian and classified Solana
networks can securely exchange information and assets where appropriate. It also integrates advanced
zero-knowledge (ZK) proof systems to enhance privacy and trust, and establishes interfaces for external
audit and oversight bodies. In terms of scaling, this phase ramps up the system’s capacity to handle
national-scale usage, optimizing performance and possibly incorporating state compression or sharding
techniques for large data volumes.

Key Deliverables and Components:

* Cross-Cluster Communication Bridge: Develop a secure bridge mechanism between the civilian
and classified clusters. This bridge operates under a strict trust model: only specific messages are
allowed across, and they are cryptographically verified. One approach is implementing a light client
oracle - a set of oracles or validators that observe one cluster and produce authenticated
attestations of events to the other cluster. For example, if the civilian cluster needs to prove to the
classified cluster that “User X holds a valid clearance token”, the bridge oracle (which could be a
subset of validators from each side running an attestation service) will sign a message to that effect.
The classified cluster’s bridge program would verify the signatures (requiring a threshold of oracles
to sign, ensuring no single oracle can spoof data). Conversely, if a classified action needs to trigger
something public (say, releasing funds on the civilian side upon a secret milestone), the classified
cluster emits an event that the oracles convey to the civilian cluster’s bridge program. This design
prevents direct connectivity (the classified network remains largely isolated) but allows controlled
data flow. All cross-cluster messages carry proof-of-consent from governance: i.e., the governance

6
i WWW.RWA.DUNAVERSE.COM Q 10 ANSON ROAD #33-10, SUITE C, INTERNATIONAL PLAZA SINGAPORE 079903

.


https://www.quicknode.com/guides/solana-development/spl-tokens/token-2022/confidential#:~:text=,overall%20privacy%20of%20the%20transactions

ﬁ Duna RWA

program on the sending side must approve exporting a message, adding an extra layer of oversight.
By implementing this bridge, Phase 3 enables composite applications - for instance, a defense
procurement recorded on the classified chain could automatically update an asset registry on the
civilian chain without exposing sensitive details (the bridge might carry a proof of approval and a
reference ID, but not the classified content).

Zero-Knowledge Proof Integration: Leverage zero-knowledge proofs extensively for privacy and
integrity. Building on the confidential transfer system, Phase 3 generalizes ZK use cases: for
example, ZK credentials allow a user to prove a statement about their identity token without
revealing underlying data. A concrete deliverable is a ZK proof service where citizens can demonstrate
properties (like age, citizenship, or clearance level) to a smart contract using a proof instead of the
raw data. For instance, a ZK circuit could be created such that a citizen proves “I possess a valid
citizenship token and my age in its metadata is over 18" to access a service, without revealing their
exact birthdate or identity. The on-chain programs (with some cryptographic verification primitives
deployed, possibly via Solana's support for curve operations or using elliptic curve arithmetics in
programs) will verify the proof and proceed if valid. This technique complements the compliance
layer by enhancing privacy: compliance checks can be done via proofs rather than exposing full info.
Furthermore, ZK proofs are used in cross-cluster context - e.g., the classified cluster could prove to
the civilian cluster that a certain transaction was authorized by its internal policy (without revealing
the details of that policy or transaction). The integration of ZK is facilitated by emerging Solana ZK
libraries and the high performance of the chain for computational tasks. Overall, this adds an ultra-
secure verification method: statements can be verified true on-chain with mathematical certainty,
without disclosing sensitive data.

External Audit & Interface Layer: Develop interfaces for external auditors and oversight bodies
to interact with the blockchain data. While on-chain data (in the civilian network) is largely
transparent by design, there will be need for specialized audit nodes or portals to interpret the data
in context of government operations. In Phase 3, a read-only “Audit Portal” is built, which may
include:

Real-time Dashboards for regulators showing system status, e.g., total number of identity tokens
issued, volume of RWA transactions, any compliance flags raised by the transfer hook program.
Automated Reporting Feeds: Smart contracts that periodically output compliance and performance
metrics (for example, a contract that tallies how many transactions were blocked by AML rules and
publishes that count weekly for oversight).

Selective Disclosure for Classified Data: On the classified side, an interface is implemented where
authorized external auditors (with proper clearance) can query the blockchain for needed data. This
might be done via an offline process where auditors request a specific range of data; the system
then uses the auditor’s special key (as configured in Phase 2's confidential setup) to decrypt and
provide the information. Alternatively, a separate auditor node can be introduced to the classified
cluster that has decryption privileges (via the auditor ElGamal key) to automatically monitor
confidential transactions & . This node would flag any anomalies (like unauthorized value transfers)
to the oversight committee in real time. Crucially, even these audit interfaces obey the threshold and
governance controls - for instance, decrypting a confidential record for audit might require a multi-
party approval captured on-chain.
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+ Scalability Enhancements: As the platform prepares for nationwide usage, Phase 3 includes
significant performance and scalability upgrades:

+ Validator Expansion: Add more validator nodes to both clusters. On the civilian network, this could
mean onboarding additional government data centers, telecom companies, or academic institutions
as validators to increase decentralization and throughput. On the classified network, more nodes
from various defense branches or allied secure facilities may be added to improve fault tolerance.

+ State and Account Compression: Employ Solana’s state compression techniques for data like
identity tokens and records. For example, the millions of citizen identity tokens can be stored using
the account compression feature (Merkle trees) to reduce on-chain storage costs and improve
lookup times 2 . This is especially useful for things like large registries (land registries, census data)
that are anchored on-chain. By Phase 3, we expect to integrate such compression so that proofs of
inclusion (Merkle proofs) are used instead of raw accounts for very large datasets.

+ Optimizations and Protocol Upgrades: Update to the latest Solana runtime releases and apply any
protocol optimizations available by this time (e.g., improved runtime for zero-knowledge verification,
or new consensus improvements). If beneficial, consider sharding or subnetting certain functions -
for instance, heavy data like document storage might be offloaded to a separate Solana app chain or
a decentralized storage network (with anchors on the main chain). All such changes are governed
and carefully audited as they roll out.

Parallel Deployment - Civilian vs. Classified:

« Civilian Cluster: Gains the ability to trustlessly reference information from the classified cluster. For
example, a public-facing dApp might display that a certain project is “approved by defense” without
revealing more, because it received a cross-cluster proof of an approval transaction on the classified
chain. The civilian network also opens up select data to external parties by Phase 3 - for instance,
businesses or citizens might be given API access (with API keys mapped to their identity tokens) to
retrieve their own records or public records from the blockchain. Performance-wise, the civilian
cluster by now should handle peak loads, such as a national election or a UBI (universal basic
income) token distribution, with optimization from this phase ensuring smooth operations.

Classified Cluster: Continues to remain closed to general access, but Phase 3's bridge means it is no
longer an island. The classified network can consume identity information from the civilian side (via
proofs) - e.g., verifying a contractor’s citizenship status or a company's registration before giving
them a defense contract token. It can also send abstracted reports outward. The use of ZK proofs is
especially pertinent here: the classified cluster can prove certain events to the civilian side or to
auditors without revealing mission-critical secrets. In terms of scaling, the classified cluster increases
its robustness (more nodes, possibly in geographically dispersed secure sites to ensure continuity
even under disaster scenarios). Through careful monitoring introduced this phase, the classified
cluster’s operations remain opaque to the public but not to those with a need-to-know: everything is
recorded and can be audited internally or by authorized external bodies using the interfaces we
built.

By the end of Phase 3, the two clusters function in concert when needed, and the entire platform is
technically and procedurally prepared to handle the load and complexity of a national deployment. The
privacy-enhancing technologies deployed (ZK proofs, confidential transactions) ensure that even as
interoperability increases, sensitive information remains protected.

PZNY
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Phase 4 (Months 19-24): Hardening, Decentralization, and Post-
Quantum Readiness

Goals: The final phase focuses on exhaustive security hardening, increasing the decentralization and
resilience of the system, and upgrading cryptographic primitives to future-proof the platform (particularly
against quantum threats). This phase concludes with full-scale audits, drill exercises under adversarial
conditions, and the transition to steady-state operations. It ensures that the RWA platform is not only
functionally complete but also institutionally and technologically resilient for the decades to come.

Key Deliverables and Components:

« Comprehensive Security Audits: Conduct multiple independent security audits of all smart
contracts, node infrastructure, and processes. This includes code audits (reviewing the Anchor
programs for any vulnerabilities or logic flaws) as well as penetration testing on the network layers.
Specialist third-party auditors (with appropriate clearance for the classified components) are
engaged to verify the confidentiality and integrity of the system. The confidential transaction
implementation and ZK circuits are reviewed by cryptography experts. Any findings from audits are
addressed with patches and improvements before final deployment. Additionally, chaos testing and
war-game scenarios are executed: for example, simulate a malicious validator in the civilian network,
or attempt to breach a vault with colluding insiders, to ensure the system'’s controls (multi-sig, hooks,
etc.) effectively mitigate those threats. The NATO-Secret threat model is used as a benchmark -
meaning red-team exercises include state-level attack scenarios (DDoS on validators, attempt to
subvert cryptographic keys, etc.). The outcome is a validated security posture with documented
evidence that the platform can withstand sophisticated attacks.

Decentralization & Governance Maturation: Expand the governance and validator participation to
reduce any central points of control. In the civilian network, Phase 4 sees a handover of certain
controls from the initial core'team or government department to a broader governance body. For
instance, if initially a small committee controlled the upgrade authority of programs, this could be
migrated to a decentralized on-chain governance token vote (possibly involving representation from
public stakeholders or multiple ministries). The validator set on the civilian cluster is opened for
additional participants - possibly allowing vetted private sector entities or citizen nodes to join,
thereby improving decentralization while still maintaining a permissioned overlay (e.g., requiring
identity tokens for node operators to prevent anonymity). On the classified cluster, decentralization
occurs within the bounds of clearance: more units or allied organizations may run validator replicas,
and the governance of that network might include a multi-agency council rather than a single
department. The dual-cluster coordination is also refined - a formal process (and possibly a treaty
or legal framework) is established for how the two networks govern changes that affect both (e.g.,
changes to the bridge code require joint approval). By the end of this phase, the operational
governance resembles a stable federation of stakeholders, with transparent rules for decision-
making encoded in the chain governance programs.

Threshold Key Custody Expansion: Building on the threshold schemes from Phase 2, this phase
ensures that all critical cryptographic keys are under distributed control. For example, the keys
used by the cross-cluster bridge or the auditor decryption key for confidential transactions are
migrated to a secure MPC setup. No single individual should hold any master key by this point. If any
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one-of-one keys remain (perhaps the network admin or treasury key from early phases), they are
rotated or split into multi-sig shares. The infrastructure to manage these threshold keys (e.g., an
HSM cluster that performs distributed signing) is fully deployed. This also includes disaster recovery
keys: ensuring that even in emergencies, recovery procedures require multiple trusted parties. The
result is the elimination of single points of trust - every critical action is gated by collective
consensus. Operationally, runbooks are written for these schemes (for instance, how to replace a
lost key share without downtime, how to perform key ceremony for generating a new post-quantum
key as described next, etc.).

Post-Quantum Cryptography Upgrades: Future-proof the platform against the advent of quantum
computing threats by introducing post-quantum (PQ) cryptographic options. Concretely, Phase 4
deploys the Solana Winternitz One-Time Signature Vault or an equivalent PQ-safe mechanism for
key management ° 10 . Accounts that secure especially valuable assets (like the state treasury
account, or root identities) can be migrated to use the Winternitz one-time signatures or stored
behind a hash-based signature scheme, which generates new post-quantum safe keys per
transaction 9 11 . This means even if an attacker had a quantum computer in the future,
previously exposed public keys from these vault accounts cannot be used to derive private keys, as
the vault rotates keys and relies on hash-based security (which is believed to be quantum-resistant).
Additionally, we explore integrating NIST-approved PQ algorithms (like CRYSTALS-Dilithium, etc.) as
they become available in the ecosystem. If feasible, new identity tokens or credentials could be
issued with PQ signatures (perhaps off-chain issuance with proofs on-chain). While full migration of
the entire Solana cryptosystem to PQ algorithms may be beyond 24 months, we ensure the design
allows pluggable cryptography - for instance, the cross-cluster bridge signatures could be upgraded
to a PQ scheme without redesigning the whole system. By proactively adding PQ support, the
national platform demonstrates longevity and readiness for technological shifts.

* Final System Hardening: In the closing months, perform any final refinements such as:

* Upgrading to the latest stable releases of core Solana software with any security patches.

* Hardening node infrastructure (e.g., running validator nodes on secure operating system
configurations, enabling monitoring for anomalies, setting up geo-redundancy).

* Running high-load simulations (like a mock 10 million user election or 100 million daily transactions)
to ensure performance headroom.

« Engaging in user acceptance tests with a controlled group of citizens and officials to validate that the
system meets all functional requirements and is user-friendly where interfaces exist.

« Establishing a dedicated Security Operations Center (SOC) for the blockchain platform to handle
incident response going forward.

At this stage, the project transitions from development to a continuous maintenance and improvement
mode.

Parallel Deployment - Civilian vs. Classified:

« Civilian Cluster: By project end, the civilian network is ready for full public launch. It is hardened and
decentralized within the bounds set by national policy. The everyday operations (ID issuance, asset
transfers, voting, etc.) have been tested at scale. Post-quantum measures on this cluster might be
optional features (offered to citizens or institutions who want extra security for their accounts via the
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PQ vault mechanism 12 ). The governance token for this cluster might even be distributed beyond
government to include civic representatives or automated controls (for example, requiring a public
referendum on certain governance changes, implemented via on-chain vote of citizen identity
tokens). While still fundamentally a permissioned national platform, it now behaves like a robust
public infrastructure service with no single point of control.

* Classified Cluster: The classified network remains tightly controlled but is now fully fortified. All
validators on this cluster run with hardened nodes (possibly within Faraday-caged server rooms to
resist electromagnetic attacks, etc.), and all data channels are encrypted with state-of-the-art
protocols. The cluster’s keys and operations assume eventual quantum adversaries - hence the early
adoption of hash-based signing for critical keys and the plan to migrate others. The network’s
governance is distributed among high-clearance officials, and even they cannot unilaterally
undermine the system thanks to threshold controls. Regular drills are established (e.g., an annual
audit and recovery drill) to maintain readiness. At the 24-month mark, the classified network is
deemed production-ready for defense and government use, having satisfied rigorous internal
verification.

Both clusters, now interoperable and secure, will enter a continuous improvement lifecycle. The 24-month
roadmap concludes with the RWA platform fully deployed at national scale: civilian services and markets
running on Solana with transparent yet privacy-protected asset ledgers, and classified government
functions leveraging the same technology stack in a secure parallel network. This phased implementation
ensures that by the time of full deployment, the platform has been tested, secured, and aligned with the
country’s legal framework and security standards.

Deployment Timeline (24-Month Gantt Summary)

The following table summarizes the implementation roadmap with timeline phases and major deliverables:

Months 4- 7- 13- 19-

Phase (Duration Key Milestones/Deliverables
( ) 0-3 6 12 18 24 y
Two Solana clusters initiated (civilian &
Phase 0: -
. classified); governance framework
Foundational o ,
deployed; dev environment & Anchor
Infrastructure . .
toolchain established.
Identity token mints launched (citizenship
Phase 1: Identit tokens on civilian, clearance tokens on
: y o classified); AML/KYC transfer-hook

& Compliance .
program in effect; governance

credentials issued.

Capability token manager and PDA-
anchored vault programs deployed;
confidential token transfers enabled with
auditor keys 7 ; threshold multi-sig
controls in use for secret escrow.

Phase 2: Access o
Control & Vaults
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Phase (Duration) Months 4- - 13- 19- Key Milestones/Deliverables
0-3 6 12 18 24 y

Cross-cluster bridge operational
(controlled data exchange between

Phase 3: networks); zero-knowledge proof services
Interoperability & o integrated (privacy-preserving credentials
Scaling 6 ), external audit portals online;

network scaling (validators + state
compression) implemented.

Full security audits and performance
testing completed; governance

Phase 4: .
X decentralized across stakeholders;
Hardening & PQ o
. threshold key management expanded;
Readiness

post-quantum signature vaults deployed
for critical keys 10 .

Each phase builds upon the previous one in sequence, though certain activities (like security audits, policy
development, and community training) continue in parallel throughout the timeline. By adhering to this
roadmap, the sovereign RWA platform will be delivered as a secure, scalable, and future-proof
infrastructure over a 24-month period, ready for nationwide deployment and long-term operation.

1 Introduction
https://www.anchor-lang.com/docs

2 Token-2022 Program | Solana Program Library Docs
https://spl.solana.com/token-2022

3 4 Transfer Hook Interface | Solana Program Library Docs
https://spl.solana.com/transfer-hook-interface

5 Program Derived Addresses (PDAs) | Solana

https://solana.com/developers/courses/native-onchain-development/program-derived-addresses

6 7 8 Confidential Transfers on Solana: A Developer's Guide | QuickNode Guides
https://www.quicknode.com/guides/solana-development/spl-tokens/token-2022/confidential

9 10 11 12 Solana Is Now 'Quantum Resistant'—What Does That Mean? - Decrypt
https://decrypt.co/299511/solana-quantum-resistant-what-mean
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Future Innovations

Homomorphic Voting via Encrypted Ballots

Context and Need: As nations digitize governance, ensuring secure and trusted elections is paramount.
Public confidence in election integrity has waned in many democracies, with concerns ranging from vote
tampering to miscounts ' 2 . A sovereign blockchain platform can address this by enabling
homomorphic e-voting, where ballots are encrypted yet verifiable. This innovation is driven by the need to
conduct national elections and referenda online without sacrificing ballot secrecy or accuracy. By leveraging
homomorphic encryption, a government can rebuild trust in digital voting, assuring citizens that votes
remain confidential while the tally is correct and provable 3 . In an era of cyber threats and
misinformation, such a system provides a privacy-preserving and tamper-evident electoral process as a
cornerstone of e-governance.

Technical Description: Homomorphic voting uses encryption schemes (e.g. Paillier or lattice-based
algorithms) that allow computation on ciphertexts. Each voter’s ballot is encrypted with a public key so that
the choice remains secret. Thanks to the homomorphic properties, all encrypted votes can be aggregated
into an encrypted tally that is only decrypted by authorized parties after polls close 4 . No individual vote
is ever revealed during counting - the tally is produced entirely on encrypted data, preserving secrecy. For
example, if ballots are encrypted as 0/1 choices, the election authority can sum the encrypted “1" votes
without decrypting them, then perform a single decryption to obtain the final totals 4 . Cryptographic
zero-knowledge proofs can be employed to ensure each ballot is valid (cast by an eligible voter, not double-
counted) without revealing voter identities. The system can also provide each voter a tracking code tied to
their encrypted ballot, allowing them to verify post-election that their vote was included correctly - an
approach demonstrated in Microsoft's ElectionGuard pilot > . The underlying cryptography relies on well-
vetted algorithms and may incorporate threshold decryption (multiple key shares) so no single authority
can decrypt votes alone. Notably, many homomorphic encryption schemes (especially lattice-based ones)
are post-quantum resistant, aligning with long-term security needs.

Expected Impact: Homomorphic encrypted voting would revolutionize national e-governance by
enabling fully verifiable yet confidential elections. It safequards the secret ballot while delivering
mathematically provable accuracy of results 4 6 . This dual assurance can dramatically boost public trust
in digital elections - voters can confirm that their vote counted without revealing their choice. The
government gains the ability to hold frequent consultative referenda or secure online elections (including
for overseas citizens) without fear of compromising voter privacy. By removing the need to trust election
officials or infrastructure, the risk of fraud or interference is minimized. In sensitive votes (national security
decisions, constitutional referenda), keeping votes secret until an official decryption prevents early results
from influencing turnout and thwarts targeted coercion. Overall, this innovation strengthens democratic
legitimacy in a digital era, making electoral processes more resilient and transparent than traditional
methods.

Feasibility and Roadmap: Fully homomorphic encryption was once computationally impractical, but
advances in the 2020s have made it increasingly viable for structured tasks like vote tallying. Additively
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homomorphic schemes (already used in some pilot elections) can be implemented today with manageable
performance cost 7 8 . For example, the U.S. has tested homomorphic vote counting in local elections,
proving the concept’s practicality > . In the near term, governments can pilot encrypted ballot voting in
smaller elections or referendums, using existing partial homomorphic techniques for summation.
Meanwhile, ongoing improvements in fully homomorphic encryption (and hardware acceleration for it) will
expand feasibility to nationwide elections over the next decade. A roadmap may involve: (1) Pilot Programs
- integrate homomorphic ballot modules in the RWA platform for non-binding votes or community polls; (2)
Legal Framework - update election laws to recognize cryptographic proofs as audit evidence; (3) Scaling &
Optimization - adopt efficient cryptographic libraries (and possibly specialized Solana programs) to handle
millions of encrypted votes in parallel; (4) National Rollout - deploy in binding elections once performance
and security are proven, with contingency plans (e.g. fall-back to paper) to satisfy risk management. By also
establishing a post-quantum encryption standard for voting, the platform ensures these e-governance
processes remain secure against future quantum adversaries. With careful implementation and auditing,
homomorphic voting via encrypted ballots can be gradually introduced, positioning the nation as a leader
in privacy-preserving digital democracy.

Rollup-Style Sovereign Interoperability Bridges

Context and Need: In a world where multiple nations and economic blocs deploy their own blockchain
infrastructures, interoperability becomes critical. A sovereign RWA platform must facilitate cross-border
asset transfers and data exchange with minimal trust, akin to an “Internet of Blockchains” for nation-states.
Traditional cross-chain bridges, however, have proved dangerously vulnerable - over $2 billion was stolen in
bridge hacks in 2022 alone, making them the single largest source of blockchain breaches ¢ . These
failures stem from centralized or insecure designs that hostile actors (including state-sponsored hackers)
can exploit. For sovereign applications, relying on a weak or custodial bridge is unacceptable due to both
security risks and loss of autonomy. The need is for rollup-style interoperability bridges that use strong
cryptographic proofs (fraud proofs or validity proofs) to link independent networks. This approach aligns
with national security requirements by eliminating centralized intermediaries and ensuring that inter-
network transactions are verifiable and tamper-proof. In essence, each nation's ledger can remain
sovereign yet interconnect with others through mathematically guaranteed trust-minimized channels 10 .

Technical Description: A “rollup-style” sovereign bridge adapts Layer-2 rollup techniques for cross-
sovereign interoperability. Instead of a simple lock-and-mint custodian, the bridge operates by having each
chain validate the state transitions of the other via cryptographic proofs. One model uses validity proofs
(zk-SNARKs): for example, Chain A can accept a proof that a transaction on Chain B is included in a
confirmed block with certain properties, without needing to trust a third party. Recent advances in succinct
zero-knowledge proofs allow one blockchain to embed a light client of another and verify its consensus or
Merkle state root inside a SNARK, yielding a small proof checked by an on-chain verifier 11 12 . This means
a smart contract on the Solana-based RWA platform could trustlessly verify, say, a digital asset transfer
request from a foreign blockchain, because the proof attests to the validity of that transaction under the
foreign chain’s rules. Alternatively, an optimistic rollup style bridge could be used, where cross-chain
messages are assumed valid but can be challenged via fraud proofs within a safe delay window. Both
designs remove the need to park assets with a single custodian. Instead, cryptographic assurances and
economic incentives secure the bridge. Data availability is addressed by requiring each chain to publish
necessary block data (or state commitments) that the other chain’s validators can access for proof
generation. The result is a sovereign interoperability protocol where each nation's chain can
independently verify and accept transactions originating from others, under preset bilateral or multilateral
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rules. Essentially, the group of sovereign chains forms a trust-minimized blockchain cluster that
communicates through proofs instead of trust 1© - mirroring how rollups communicate with their main
chain, but on a nation-to-nation scale.

Expected Impact: Secure interoperability bridges would unlock a new era of international blockchain
cooperation. Nations could trade tokenized assets (from commodities to carbon credits) or perform
currency exchanges directly, without relying on opaque third-party systems. This fosters high-impact
liquidity: e.g. a bond token issued on Country As ledger could be seamlessly accepted as collateral on
Country B's ledger, expanding investment access and market depth across borders. The risk of bridge
failure or breach would be drastically reduced, since any cross-chain transaction must satisfy
cryptographic validity checks - a stark contrast to today's trusted multisig or federated bridges 13 . In
geopolitical terms, a network of sovereign rollup-style bridges can enhance economic alignment: blocs of
allied nations might interconnect their digital asset platforms to create a global marketplace with shared
security standards. Each participant retains sovereignty (no external chain can alter another’s state without
valid proofs), yet they gain the resilience and scalability benefits of being part of a larger interoperable
system. In effect, this innovation could lead to an International Blockchain Exchange - a swift, secure
equivalent of SWIFT/CLS for tokenized value - but governed by code and cryptography rather than by
banks. Furthermore, by using privacy-preserving proofs, sensitive data (e.g. citizen identity info or classified
asset metadata) can be exchanged selectively across borders without exposing raw data, improving cross-
border compliance and intelligence sharing. Overall, rollup-style bridges reinforce both sovereignty and
collaboration, enabling nations to transact with confidence that their counterpart's system is verifiably
trustworthy.

Feasibility and Roadmap: Building trustless interoperability is at the cutting edge of blockchain R&D, but
progress is rapid. Early implementations like Polyhedra’s zkBridge and Succinct Labs' proof-of-concept have
already shown that light-client verification via SNARK is practical between certain chains 11 . In the near
term, a sovereign platform could adopt a hybrid approach: using well-audited multi-sig bridges for low-
value or low-risk exchanges while prototyping zk-proof-based relays for critical transfers. The roadmap to
full adoption likely includes: (1) Bilateral Pilots: Two friendly nations implement a zk-IBC (Inter-Blockchain
Communication) channel on test networks, swapping a tokenized asset with on-chain proof verification.
This phase will validate throughput, latency, and cost assumptions. (2) Standards Development:
Collaborate in international working groups (e.g. ISO/TC 307 or a special task force) to define common data
formats, proof circuits, and legal frameworks for cross-chain validation. Sovereign identity tokens and asset
metadata standards would be extended for cross-border recognition. (3) Scalability & Security Hardening:
Integrate hardware accelerators or specialized proving clusters to handle the computation of large zk-
proofs, and perform rigorous audits (possibly with bounty programs) to ensure the bridge smart contracts
are invulnerable. Also, upgrade the underlying cryptography to be post-quantum secure once PQ-proof
systems (e.g. zk-STARKs with only hash-based assumptions) are mature, so that the bridges themselves
stand the test of time. (4) Production Rollout: Gradually introduce the system for real economic activity -
first for limited asset classes or capped volumes between nations that have mutual oversight agreements,
and later expanding to a broader network as confidence grows. Over time, as more sovereign platforms join
this trust-minimized cluster, the network effects will amplify, making it infeasible for any one chain to be
isolated. Ultimately, rollup-style sovereign bridges aim to future-proof international blockchain transactions
- resilient, cryptographically governed, and ready for a post-quantum world.

3
i WWW.RWA.DUNAVERSE.COM Q 10 ANSON ROAD #33-10, SUITE C, INTERNATIONAL PLAZA SINGAPORE 079903

.


https://celestia.org/glossary/sovereign-rollup/#:~:text=Blockchain%20cluster
https://www.chainalysis.com/blog/cross-chain-bridge-hacks-2022/#:~:text=This%20represents%20a%20significant%20threat,from%20official%20exports%20in%202020
https://medium.com/@scalingx/zk-bridges-empowering-the-cross-chain-world-with-zero-knowledge-proofs-9e53eec91443#:~:text=Succinct%20Labs%20developed%20a%20light,chain%20in%20a%20succinct%20manner

ﬁ Duna RWA

zk-KYC Markets for Regulated Asset Liquidity

Context and Need: A sovereign asset platform will host tokenized real-world assets like government bonds,
commercial securities, and other regulated instruments. By law, trading such assets requires Know-Your-
Customer (KYC) and Anti-Money-Laundering compliance - participants must be identified and vetted. Yet
one of blockchain's strengths is privacy (or at least pseudonymity), which clashes with the public
transparency of typical ledgers. Institutions and regulated investors are reluctant to transact on open DeFi
markets if it means disclosing their identities or violating regulations. The innovation of zk-KYC markets
addresses this by using zero-knowledge proofs to reconcile compliance with privacy. In a zk-KYC market,
users prove they are authorized and KYC-verified without revealing who they are 14 . This capability is
crucial for unlocking institutional liquidity: according to industry studies, mainstream financial institutions
see identity and compliance features as prerequisites for engaging in DeFi 15 . Without a way to assure
regulators that only eligible, vetted participants can trade certain assets, nations risk their RWA platforms
remaining silos. Thus, the need for zk-KYC markets is both an economic and regulatory imperative -
enabling high-value asset trading on-chain while preserving anonymity and meeting legal obligations.

Technical Description: A zk-KYC market integrates identity credentials and zero-knowledge proof
protocols into the trading process. Each participant (whether a bank, investor, or citizen) undergoes a
standard KYC verification off-chain through approved authorities (e.g. a bank or government agency).
Instead of sharing the resulting personal details on-chain, the user is issued a cryptographic credential -
essentially a digital identity token or attestation that includes attributes like age, residency, accreditation
status, etc. These credentials can be structured as claims in a Merkle tree or as signed statements in a
selective disclosure format. When the user wants to trade a regulated asset (for example, a tokenized
government bond that only domestic citizens or qualified investors are allowed to hold), they must attach a
zero-knowledge proof to their transaction. The ZK proof demonstrates that their credential meets the
necessary criteria (e.g. “is a licensed broker-dealer” or “passed KYC and is not on a sanctions list”) without
exposing any personal data 4 . Technically, this can be achieved using zk-SNARK circuits or similar: the
user's wallet generates a proof using its secret credential data and a public reference to the regulator’s
compliance requirements. The smart contract verifying the trade checks the proof’s validity against the
current list of authorized issuers (often represented as a root of a Merkle tree of valid identity
commitments). If the proof checks out, the trade proceeds; if not, it's rejected. Throughout, only encrypted
or hashed identity data touches the blockchain - all sensitive details remain off-ledger. Additionally,
market contracts can enforce rules like per-address holding limits or whitelist membership through
these proofs. For instance, a decentralized exchange for security tokens could require both counterparties
to present a zk proof of KYC compliance before a swap is executed. This framework may leverage on-chain
“trust anchors” (regulated institutions) that issue and periodically renew the acceptable credentials 16 .
Revocation mechanisms are built in as well: if an investor's KYC status changes (e.g. they are blacklisted),
the trust anchor can update a revocation registry, and subsequent proofs from that identity will fail. The
overall technical architecture combines self-sovereign identity principles with advanced cryptography -
ensuring that participants can prove who they are (or rather, that they are authorized) in a privacy-
preserving manner. Notably, this design aligns with zero-knowledge selective disclosure features already
present in the platform, and it can be implemented using emerging standards (such as Verifiable
Credentials with ZKPs or custom Solana programs performing proof verification).

Expected Impact: zk-KYC enabled markets have the potential to bring regulated finance onto public
blockchain rails at scale. By solving the privacy/compliance dichotomy, they allow banks, asset managers,
and individuals to trade real-world assets on a shared ledger without fear of leaking identity or violating
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laws. This means vastly increased liquidity for assets that are today confined to slow, opaque markets. For
example, a small business bond issued in one country could be purchased by an overseas investor through
a DeFi platform, with both sides confident that the other is compliant (the issuer knows only eligible
investors can buy, the investor knows the issuer is legitimate and the platform is regulated), yet neither side
learns the other’s personal identity. Such markets could unleash trillions of dollars in traditionally illiquid or
hard-to-access assets by streamlining compliance - trades settle instantly on-chain rather than taking
days via custodians 17 . Regulators also benefit: zero-knowledge KYC means they can get provable
assurance of rule adherence (and even require audit-capable backdoors in extreme cases) while the public
does not see private details. This fosters an environment where Institutional DeFi can flourish, combining
the efficiency of decentralized markets with the safeguards of traditional finance 5. A successful
demonstration of zk-KYC markets (as seen in Project Guardian pilots under MAS, where live trades of bonds
and FX were done on public chains with verified credentials 16 ) indicates that mainstream adoption is
viable. As Sopnendu Mohanty, Chief FinTech Officer of MAS, noted, with proper guardrails like identity
proofs in place, digital assets and DeFi “have the potential to transform capital markets” '8 . In sum,
the impact of this innovation is a compliant yet privacy-preserving financial market that broadens
participation, increases trust, and accelerates the velocity of capital - all aligned with sovereign oversight
requirements.

Feasibility and Roadmap: The building blocks of zk-KYC markets are already coming online. Technologies
for digital identity (DID standards, verifiable credentials) and zero-knowledge proof systems have matured
significantly, and several blockchain projects and consortia have proven the concept in controlled
environments 16 . In the short term, a sovereign platform can introduce permissioned DeFi pools where
participants are pre-approved (whitelisted) off-chain, as a stepping stone. Then, integrate ZK proof
verification on-chain: Solana’s high throughput and support for custom programs means verifying SNARKs
or other proofs (possibly via dedicated zk-co-processors or off-chain verifiers) can be done with minimal
friction. A feasible roadmap is: (1) Identity Credential Issuance: Government agencies or licensed financial
institutions issue digital IDs to entities after standard KYC checks. These could be smart cards, mobile ID
apps, or simply on-chain non-transferable tokens with hidden attributes. (2) ZK Proof Engine: Deploy a
circuit (e.g. using Groth16, PLONK, or Halo2 proving systems) tailored to proving compliance (e.g. “I possess
a credential signed by X and with attribute = Y”). Optimize this circuit for performance, possibly using
recursion to aggregate multiple checks (age, citizenship, etc.) into one proof. (3) Compliance Markets
Launch: Stand up a regulated exchange or lending platform on the RWA network where every transaction
requires a valid zk-KYC proof. Work closely with regulators to ensure this meets legal standards - they
may require the ability to decrypt specific data under court order, which can be accommodated via trustee
keys and selective disclosure (the “confidential token” extensions can support this dual mode). (4) Scaling
and Integration: Expand the range of assets and participants. Enable cross-chain zk-KYC, so that, for
example, an EU investor with a European digital identity proof could trade on an Asian sovereign platform
by mutual recognition of the ZK credentials - essentially bridging trust across jurisdictions without sharing
raw data. (5) Continuous Audit and Improvement: Provide regulators with on-demand circuits or read-
only portals to verify that all trades in these markets had valid proofs, and update the system as new
identity standards (including post-quantum secure ZK proofs) emerge. Over time, as legal frameworks
evolve to accept cryptographic compliance evidence, zk-KYC markets could move from pilot to production,
fueling a wave of institutional adoption of on-chain finance. This careful, phased approach - starting with
contained pilots and culminating in full production markets - will ensure feasibility and buy-in for what
promises to be a transformative innovation in sovereign asset management.
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PQ-Resistant Identity Rotation Infrastructure

Context and Need: The backbone of a sovereign blockchain - its identities, signatures, and trust anchors -
faces a looming threat from quantum computing. Current digital identity keys (e.g. ED25519 or ECDSA
signatures used for accounts and validator nodes) are based on cryptographic assumptions that a
sufficiently powerful quantum computer could eventually break. National security mandates around the
world (e.g. U.S. NSM-10) have set timelines for transitioning government systems to post-quantum
cryptography by the 2030s, underscoring the urgency 19 . In this context, the RWA platform must be
future-proofed against quantum adversaries. A breach of cryptography in the 2030s could mean hostile
entities forging digital identities, stealing assets, or impersonating officials on the blockchain if legacy keys
remain in use. The PQ-resistant identity rotation infrastructure is conceived to preempt this by regularly
updating and upgrading cryptographic keys and credentials to quantum-safe algorithms. The idea is to
integrate post-quantum (PQ) signature schemes (such as lattice-based signatures like CRYSTALS-Dilithium
or FALCON) into the identity layer and to allow seamless rotation of keys over time or on-demand. This
innovation is needed to ensure the longevity and resilience of the nation’s digital asset system - maintaining
trust that identities (from civilian users to classified officials and validators) cannot be compromised by next-
generation threats. It also addresses “harvest-now, decrypt-later” risks 19, where an adversary might be
recording encrypted traffic or ledger data now to decrypt once quantum capability arrives. By adopting PQ
security and rotating keys proactively, the platform closes that window of vulnerability.

Technical Description: The PQ-resistant identity framework has two key components: post-quantum
cryptographic algorithms and a robust key rotation protocol. On the algorithm side, the platform will
support one or more NIST-approved PQ digital signature schemes (for example, Dilithium or Falcon for
general signatures, and perhaps SPHINCS+ for special cases requiring state-free hashing schemes).
Supporting these on Solana requires a software upgrade - new native programs or syscalls to verify PQ
signatures, since their structures (larger key sizes, different math) differ from classical ones. The design is
likely to be hybrid at first: identities (accounts, validators, etc.) could be associated with dual key pairs -
one classical (ECC) and one post-quantum. All critical transactions would carry two signatures, and network
consensus would validate both. This ensures security even if one scheme is later broken. Over time, the
classical keys can be phased out. The second part, identity rotation, means that the binding between an
identity and its public keys is updatable. Practically, this could be implemented via a smart contract or on-
chain registry for identities (somewhat like a DID on blockchain). Each identity entry can list an active public
key (or keys) and have provisions for adding a new key and retiring the old one, under controlled conditions.
For example, an identity might require a threshold signature of its current key (or keys) to authorize adding
a new PQ key - akin to a user logging in with an old key to register a new credential. In case an algorithm is
deprecated (say, if a weakness in a PQ scheme is found), the system administrators could trigger a network-
wide rotation policy requiring all identities to update to a new algorithm by a certain date. The post-
quantum signature vaults complement this by securely storing the PQ private keys (which may be larger
and need careful handling) and possibly using hardware enclaves or multi-party computation so that even
these new keys benefit from threshold protection. The vault could, for instance, split a Dilithium private key
across multiple HSMs (mirroring the threshold custody approach) to mitigate the impact of any single point
of failure. Additionally, the identity rotation protocol can incorporate periodic key renewal - e.g., forcing
keys to be refreshed every X years or after Y uses - to limit the exposure of any single key. All identity
credentials (like tokenized identity documents or role tokens) would be signed by these PQ keys moving
forward, and zero-knowledge proofs of identity attributes would also adopt PQ-safe primitives (ensuring
that the selective disclosure features remain secure in a post-quantum world). In summary, the technical
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framework is one of crypto-agility: the platform can support multiple cryptographic algorithms and switch
over smoothly, with on-chain governance tools to coordinate mass rotations when needed.

Expected Impact: Implementing PQ-resistant identity rotation ensures that the nation’s blockchain
infrastructure remains secure against emerging threats and has continuity for decades to come. The
immediate impact is risk mitigation: even if quantum computers do not materialize for years, the
knowledge that the system is quantum-hardened boosts confidence among institutional users and allies. It
demonstrates a commitment to the highest standards of cybersecurity (often aligning with national cyber
strategy goals of quantum readiness). In practical terms, this capability means that digital identities on
the platform will not have to be abandoned or fundamentally reissued when cryptographic standards
change - they can evolve in-place. For citizens, that could translate to a national digital ID that seamlessly
upgrades its cryptography under the hood, avoiding disruptive migrations. For classified networks and
military usage of the blockchain, PQ security is even more vital: sensitive communications or authorization
tokens cannot be allowed to be decipherable by an adversary with advanced quantum tech. By rotating
keys and using PQ algorithms, even intercepted past messages or transactions remain secure (assuming
they were PQ-encrypted or signed). Another impact is setting international precedent - by adopting PQ
crypto early, the nation positions itself as a leader in secure blockchain tech. This could attract other
countries or enterprises to interoperate or build on this platform, knowing it is aligned with upcoming
standards. There is also a resilience angle: identity rotation combined with threshold custody means that if
a key is suspected to be compromised (by any means, quantum or otherwise), it can be swiftly replaced
system-wide. Over the long term, as algorithms evolve (perhaps new quantum-resistant schemes or
improvements to existing ones), the platform’s agile identity layer can incorporate those without
overhauling the entire system. In essence, the impact is a future-proof digital identity framework - one
that assures that national assets, records, and credentials will not be rendered insecure by scientific
breakthroughs. This safeguards the country’s digital sovereignty even in the face of quantum-powered
adversaries.

Feasibility and Roadmap: Transitioning to post-quantum cryptography is a significant undertaking, but
global efforts are well underway. NIST has already standardized several PQ algorithms in 2022-2024,
providing a clear path for implementation ' . Some modern blockchains have begun experimenting with
PQ signatures - for instance, Algorand has integrated Falcon signatures and can support accounts secured
by either classical or PQ keys, laying groundwork for dual-key approaches 20 . Leveraging such pioneers,
our platform can start by adding support for PQ signature verification in a forthcoming upgrade (making
sure the Solana runtime or a plug-in can recognize and validate transactions signed with, say, Dilithium).
The timeline might be: (1) Preparation (Now-2 years): Establish a Post-Quantum Task Force to test
candidate algorithms on the platform for performance. Develop the smart contract/registry logic for
identity key updates and test rotating keys in a controlled environment (e.g., rotate a test validator’s key
from Ed25519 to Dilithium). Coordinate with national cryptographic agencies to vet the chosen algorithms.
(2) Hybrid Deployment (2-4 years): Introduce PQ keys alongside classical ones. For example, allow users to
add a PQ public key to their account metadata. Begin issuing critical new credentials (like government-
issued asset tokens or interbank settlement tokens) with dual signatures (classical + PQ) to accustom the
ecosystem to verification of PQ signatures. (3) Policy and Infrastructure (3-6 years): Draft regulations or
internal policies mandating that by a certain date, all critical actors (government wallets, key market
participants) must switch to PQ-only or hybrid signatures. Upgrade hardware security modules and
custodial systems to handle larger key sizes and ensure seed generation for PQ keys is robust. Possibly
deploy an internal PQ Key Vault service for citizens to securely obtain and store their new keys (with
threshold recovery in case of loss). (4) Full Transition (before 2030): Following guidance such as NIST and
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national standards, gradually deprecate old algorithms - e.g., by 2030 disallow pure-ECC signatures on the
platform 19 . At this stage, every identity should have rotated through one or more PQ updates. The
network may perform a coordinated “quantum resilience drill” - a simulation of a sudden break of an old
algorithm - to ensure that emergency rotation procedures work. (5) Continuous Evolution: Even after the
main transition, maintain agility. Monitor advances in quantum computing and cryptanalysis; if a PQ
scheme is threatened or new better ones emerge, use the established rotation framework to update
algorithms (this could be as simple as adding a new approved algorithm ID and having identities add new
keys of that type). The feasibility of this plan is bolstered by active research and funding worldwide; by
aligning our roadmap with global timelines (such as the 2030 goal for migrating critical systems 19 ), the
platform can upgrade smoothly in tandem with industry. In conclusion, the PQ-resistant identity rotation
infrastructure ensures that our sovereign blockchain will remain secure, flexible, and trustworthy
through the quantum age, with a clear strategy to adopt next-generation cryptography without
disruption.

Programmable Threshold Access Modules

Context and Need: In national security and high-stakes environments, it has long been recognized that no
single individual should have unilateral control over critical resources. The classic “two-man rule” for nuclear
launch is a prime example: two officers with two separate keys must act together to authorize use of a
weapon 2! . This principle - requiring multiple independent approvals for sensitive actions - mitigates
insider threats and errors. Our RWA platform extends this concept to digital and physical asset control via
programmable threshold access modules. The need for such modules arises in both civilian and classified
contexts. For instance, releasing a large sum from a sovereign wealth fund, accessing a classified
intelligence database, or even opening the doors to a secure facility might all be actions governed by smart
contract logic that demands M-of-N approval tokens or signatures. Currently, many of these controls are
procedural (human checklists) or use ad-hoc multi-signature hardware, which can be inflexible. By
embedding threshold access as a first-class feature of the blockchain, the platform ensures no single point
of failure or authority for critical operations 22 . This not only improves security but also provides a
transparent log of which parties approved an action, aiding accountability. Essentially, the nation can codify
its “four eyes principle” or other multi-person control policies into unbreakable cryptographic rules,
covering both digital processes and IoT-connected physical infrastructure.

Technical Description: Programmable threshold access modules are built on threshold cryptography and
multi-party authorization protocols. At their core, they use cryptographic schemes where a secret (like a
decryption key or a signing key for a command) is split into parts among N holders such that any quorum of
size M can reconstruct or utilize it, but any fewer cannot 22 . On the blockchain, this is exposed via smart
contracts (or native instructions) that require M-out-of-N signatures or approvals before executing a
protected function. For digital assets, this is analogous to a multi-signature wallet where, say, 3 out of 5
ministers must sign off to transfer state funds above a threshold. However, the modules go further to be
programmable: one can define complex policies, e.g., “At least 2 approvals must come from the Defense
cluster and 1 from the Civilian cluster,” or incorporate conditions like time of day or biometric confirmation
via oracle. The tokenized identity and access control system in the platform plays a role here: roles and
clearances are represented by tokens/NFTs (for example, a token that denotes a user is a certified nuclear
officer or has top-secret clearance). The threshold access contract can be programmed to require signatures
carrying specific tokens. This means, for example, it's not just any 2 people, but specifically 1 token of type
“LaunchOfficerRole_A" and 1 of type “LaunchOfficerRole_B” must jointly sign to trigger an action - enforcing
separation of roles. For physical infrastructure, the blockchain can interface with devices through secure
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oracles: a door lock or server encryption module listens for an on-chain event that carries a valid threshold
authorization. The event would be emitted only when the required multiple parties have co-signed a
transaction to open that door or decrypt that server. One concrete implementation is using threshold
signatures (like Threshold ECDSA or Threshold Ed25519, which NIST is also standardizing) where the
private key never exists in one place; instead, each authorized person holds a share and they collaboratively
produce a signature when policy conditions are met. Alternatively, the module can use Shamir’s Secret
Sharing to distribute a code (say, the actual unlock PIN for a device) among N smartcards given to different
officers - only when enough pieces are submitted to the smart contract does it reveal or forward the secret
to the device (and even that could be done via encryption to the device's public key to maintain
confidentiality). The programmability means any combination logic can be encoded: majority vote of a
committee, at least one member from each of 3 departments, etc. These conditions can be updated by
governance (e.g., if roles change or new positions are added, the contract's parameters can be adjusted
with appropriate approvals). The module thus serves as a guard layer atop critical commands, both on-
chain (like transferring a classified token or changing a key in the classified validator cluster) and off-chain
(via connected systems for facility access, weapons release systems, or disaster recovery mechanisms). All
actions and signatory approvals are immutably recorded on-chain, creating a detailed audit trail for
oversight.

Expected Impact: Threshold access modules will drastically improve the security and governance of
critical assets and operations. By removing sole authority, they prevent scenarios like a rogue insider or
compromised account single-handedly causing a catastrophic event. For the civilian side, this could protect
national financial reserves or important contracts - e.g., a large expenditure of tokenized public funds
cannot occur without multiple officials’ consent recorded on-chain, reducing fraud and boosting public
confidence. On the classified side, it brings cryptographic rigor to long-standing military safeguards: even if
one high-level credential is compromised (say an adversary steals an officer’s key), the sensitive action (like
launching a cyber weapon or altering intelligence data) remains inert without the other quorum members.
This built-in checks-and-balances aligns with national cyber strategy principles of zero-trust and defense-
in-depth, by assuming no single node or person is infallible. Furthermore, the transparency of on-chain
approvals means oversight bodies can verify in real-time that proper procedure was followed, or investigate
exactly which keys were used in any incident. An additional impact is resilience: decisions and access do not
bottleneck on one person. If an authorized official is unavailable, alternates can fulfill the threshold - the
system can be designed with redundancies (N is larger than M) to ensure operations can proceed even if
someone is sick or communications are down, as long as minimum quorum is met. Over time, these
modules can encourage a culture of collective responsibility for critical actions, since the blockchain
enforces it at a technical level. In sectors like defense, finance, or emergency response, this leads to more
deliberate decision-making and prevents rash unilateral actions. The deterrence value is high too -
malicious actors know they must compromise multiple independent keys (which could be held in different
secure hardware, by people in different agencies) to achieve a breach, which exponentially raises the
difficulty. In summary, the threshold access innovation yields a platform that is more secure, accountable,
and resilient for the most important national operations, marrying centuries-old security wisdom (“never
trust a single key") with cutting-edge cryptographic enforcement.

Feasibility and Roadmap: Multi-signature and threshold authorization schemes are already widely used in
the blockchain space (for example, multi-sig wallets protecting crypto exchange funds, or threshold
signatures in custody solutions), providing a strong foundation 22 . To implement this in a sovereign
context, the initial step is to identify the key use-cases (financial transfers, data access, etc.) and map out the
required participants for each. The platform can then introduce a governance framework for defining
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threshold policies - perhaps a special smart contract factory where an admin can register a resource (an
asset or action) and specify the approved identities and threshold number. Early deployments could focus
on digital assets: for instance, enforce that any smart contract upgrade on the civilian cluster requires 5-
of-7 multisig approval by a committee. This is relatively straightforward using existing Solana multi-
signature programs or by deploying a custom program. Next, extend to data access: use confidential
tokens or encryption such that reading a classified dataset requires a threshold decryption. This might
involve integrating with an off-chain key management service that only releases the plaintext when given M
authenticated shares or signatures. Pilot this within one agency for, say, access to a sensitive archive -
evaluate performance and reliability. Concurrently, work on physical world integration: collaborate with
IoT or defense system providers to create or adapt devices to listen for blockchain instructions. A practical
example could be a secure facility entry system where a validator node (on a secure network) controls the
door and only unlocks upon seeing a transaction with the required multiple signatures (the transaction
might carry an encoded command the door can verify). This will require a fast and robust oracle connection;
initially, it could be within a closed network (for a single building's access control) to test latency and failure
modes. Over the mid-term, invest in user-friendly tooling for officials who will use these modules. This
includes multi-signature wallet interfaces, notification systems to coordinate when a threshold action needs
signing, and training to handle their cryptographic keys (likely backed by hardware like smart USB keys or
biometrically secured devices). By phase: (1) Year 1-2: Implement on-chain multi-sig for key contracts and
transactions; (2) Year 2-3: integrate threshold cryptography libraries (for threshold signatures like TEdDSA
or threshold AES) and roll out for internal data access controls; (3) Year 3-5: extend to physical systems via
IoT or secure middleware, start using threshold auth for critical infrastructure controls (power grid
commands, etc.) in testbeds; (4) Year 5+: make it standard that any action of a high criticality category must
use the threshold module - enforced by policy and automated checks. Throughout, coordinate with national
cybersecurity agencies to ensure the configurations meet operational security requirements (for example,
defining who holds the keys - perhaps distributing among different departments to ensure independence).
Given that threshold schemes are moving toward standardization (NIST is actively working on threshold
crypto standards 23 22 ), the timing is ideal to align our implementation with best practices. In conclusion,
programmable threshold access modules are a feasible and evolutionarily adoptable innovation: starting
from well-known multi-sig patterns, and iteratively adding complexity and reach, we can achieve a fully
integrated system that governs all critical access with cryptographic multi-party control - reinforcing the
sovereign platform’s ethos of privacy, security, and robust governance.
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https://csrc.nist.gov/projects/threshold-cryptography#:~:text=Using%20a%20%E2%80%9Csecret%20sharing%E2%80%9D%20mechanism%2C,of%20failure%20in%20the%20implementation
https://csrc.nist.gov/projects/threshold-cryptography#:~:text=The%20multi,the%20operation%20of%20cryptographic%20primitives
https://csrc.nist.gov/projects/threshold-cryptography
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